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 SpamWall Anti-Spam Firewall - Product Overview

Eliminate 98% of Spam before it gets to your mail server.

Everyone agrees that Spam is one of the biggest problems on the Internet these days.
Networks, mail servers and user inboxes are being overwhelmed by the ever rising flood
of Spam, Viruses, Phishing Scams and other unwanted email, which some estimates now
place at being between 70-90% of all email received.

This constant flood of Spam not only clogs networks and adversely impacts user inboxes, but
also drains valuable resources such as bandwidth and storage capacity and interferes with the
expedient delivery of legitimate emails.

The administration costs of dealing with the flood of Spam and other unwanted email are
estimated to be as much as $800 per mailbox per year, resulting in a total cost of billions of
dollars per year in lost productivity.

The SpamWall Anti-Spam Firewall is a hosted email gateway appliance incorporating a
comprehensive Spam and Virus filtering solution that ensures all email arriving at your
mail server and network is Spam and Virus free.

The SpamWall Anti-Spam Firewall system provides an integrated Anti-Spam and Anti-
Virus solution offering complete email protection at the "network perimeter" level, before
unwanted or potentially dangerous and costly email reaches your network or mail server.

The SpamWall is positioned "in front" of your existing email server and is able to
immediately start working to block and filter up to 98% of all Spam/UCE (“unsolicited
commercial email”) and Virus infected emails using it's default "out of the box" settings
alone.

The SpamWall Anti-Spam Firewall system is ideal for ISP's, Web Hosting Providers,
Corporate networks and SME’s who are looking for an "off the shelf" solution and
wanting to minimize inhouse development and maintenance as much as possible while
reducing the load on mail servers and networks, as well as realizing savings on
bandwidth, administrative and support costs.

Unlike other anti-spam solutions, the SpamWall Anti-Spam Firewall reduces the load
placed on your existing email server by off-loading the task of both Spam and Virus
processing and filtering, effectively reducing the volume of Spam, Viruses and other
unwanted email reaching your email server by up to 98%.
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While other systems have spam detection rates of 40 to 70 percent, the SpamWall Anti-
Spam Firewall system is able to provide high Spam/Virus detection rates of up to 98% or
more with very low false positive rates right “out of the box” using only the default
setting settings.

These detection rates can be further improved by the automatic self-tuning and learning
mechanisms built into the SpamWall system as well as by adjustments made to the Spam
Scanning and Filtering engine.

The SpamWall Anti-Spam Firewall system is compatible with all mail servers and
email clients. There is no software to install, no hardware to purchase or maintain,
and no per-domain, per-user, or per-mailbox fees or other license fees to pay.

You can be up and running in a few hours and seeing an immediate reduction of up to a
98% or more of Spam, Viruses and other unwanted email being delivered to your email
servers and email account users.

Administration of the SpamWall system is carried out via an easy to use web interface
control panel which provides access to Administration and System Setup Parameters,
System Status, System Mail Logs and Mail Queue, User Management, Spamfilter
Configuration and Scoring Levels, IP/Domain/Email Blacklists and Whitelists, RBL
Blacklist Settings and Spam and Virus Quarantine controls.
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 How the SpamWall Works

The SpamWall Anti-Spam Firewall system provides an integrated Anti-Spam and Anti-
Virus solution offering complete email protection at the "network perimeter" level, before
unwanted or potentially dangerous and costly email reaches your network or mail server.

The design of the SpamWall Anti-Spam Firewall system leverages open source Anti-
Spam and Anti-Virus solutions in conjunction with a number of additional filtering and
defense layers to detect and filter out Spam and other unwanted email messages along
with Viruses and other potentially dangerous attachments.

Filtering and defense layers and methods employed include Connection Control and
Validation, IP/Domain RBL Blocking, Virus scanning with archive decompression,
Spam Fingerprint Checking, and a comprehensive rule-based Spam Scoring System
incorporating Content Analysis (Heuristics) and Bayesian Analysis.

This multi-layer Spam and Virus Filtering Technology results in a highly accurate Spam and
Virus detection rate without filtering legitimate email.

This diagram provides a graphic representation of how email is processed by the
SpamWall system.
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When an email message is received by your SpamWall system it is subjected to multiple
layers of email filtering and defense. First, the system runs several connection control and
validation tests to determine whether connecting mail servers are valid sources of Internet
email.

Connection Control/Validation

These tests include the verification of parameters such as the "MAIL FROM" address as well
as the HELO/EHLO domain information. The system also performs reverse DNS lookups for
each message to ensure that the domain associated with the sender address is valid and
resolving.

RBL/Blacklist checks

RBL/Blacklist checks are then carried out to see if the IP address or domain of the connecting
sender is associated with a known Spam sender, open mail relay or other recognized source of
Spam and/or Virus laden email. The SpamWall system features local blacklisting capabilities
that allow you to specify any IP address, domain or email address to reject connections or
email messages from.

Connections from blacklisted IP addresses, domains or email addresses are rejected
immediately. This results in reduced load on your SpamWall system and the on the receiving
email server as well as increased capacity for the expedient processing of other email.

Anti-Virus Scanning

Email messages which make it past the Connection Control and Validation stage and which
pass all RBL/Blacklist checks are then subjected Anti-Virus scanning.

All email messages are checked against a database of over 100,000 virus definitions. The
SpamWall Anti-Spam Firewall system automatically receives multiple updates of Virus
definitions up to several times per hour providing up to the minute defense against the
latest virus and worm threats ensuring effective and accurate virus protection.

If a virus or other dangerous attachment is detected the SpamWall system will disinfect
or "defang" the contents of the email and deliver the message to either the Virus
Quarantine mailbox on the SpamWall system or to any other offsite email address
specified in the Virus Quarantine section of the control panel. The SpamWall system
administrator can then decide if suspect attachments should be stripped/cleaned and then
forwarded with notification to the end user recipient or deleted from the quarantine.

Whitelisting/Delivery

Email messages that make it past the Connection Control and Validation,
RBL/Blacklisting and Virus Scanning stages are then checked to see if they are contained
in the system Whitelist. A "whitelisted" email address or domain is an address or domain
from which email is always accepted regardless of how it scores with respect to Spam or
other undesirable content. If a message is associated with an email address or domain
contained in the system Whitelist it is “passed clean” and delivered immediately to the
intended recipient.
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Spam Scanning and Filtering

The Spam Scanning and Filtering engine on the SpamWall Anti-Spam Firewall
incorporates an extensive rule-based scoring system which determines whether a
particular e-mail message is spam or not-spam.

The SpamWall system examines the content of each message received and assigns it a
"spam level" score according to how much a "looks like" Spam based on a
comprehensive set of rules and algorithms derived from analyzing millions of known
Spam messages.

Thousands of rules are run against every email message in the space of a few
milliseconds. A complex algorithm optimizes the rule-based scoring by using an archive
of millions of spam and non-spam messages to determine the scores for the individual
rules. When combined, these individual scores give each email an overall "Spam Scoring
Level".

When a potential Spam message is detected by the system the message is either "tagged"
with the **SPAM** tag and forwarded on to the recipient, or blocked from delivery.
Appending the **SPAM** tag to the subject line makes it easy for end users to identify
email detected as Spam.

Depending on the “Tag” and “Action” level scores which have been configured in the
SpamWall system control panel any messages scoring below the "Tag Level 1”, which is
the level at which a message is determined unlikely to be Spam, will be “passed clean”
and immediately forwarded on to the end user recipient.

Messages which score above the "Tag Level 2”, which is the level at which a message is
considered to be probable Spam, will result the message being identified as probable
Spam by appending the "**SPAM**" tag to the "Subject" line and changing the "X-
Spam-Status" tag from "No" to "Yes".

Messages which score above the "Action Level", the level at which a message is
considered to be almost definitely Spam, will result in the SpamWall system taking the
appropriate specified action on any messages that score above this level.  This action is
usually to either send the messages to the Spam Quarantine mailbox on the SpamWall
system or otherwise forward them to any other offsite email address specified in the
Spam Quarantine section of the control panel.

In it's default configuration the SpamWall system is designed to minimize false positives
(legitimate email messages being identified and blocked as Spam). With no additional
configuration or tuning the false positive rate is typically at less than 0.1%, or less than
one in every 10,000 email messages processed by the system.

In addition to Spam Scoring Level control the Spam Scanning and Filtering engine on the
SpamWall system also incorporates a number of automatic "self-tuning" and "auto-
learning" mechanisms including Bayesian Analysis and Learning which are able to
automatically increase accuracy and sensitivity of the system over time.
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Altogether these layers form a smart filtering technology which in it's default "out of the
box" configuration is able to detect and block or tag up to 98% of all Spam and other
unwanted email messages processed by the system. This detection rate can be further
improved by the automatic self-tuning and learning mechanisms built into the SpamWall
system as well as by adjustments made to the Spam Scanning and Filtering engine.

 Using the SpamWall Anti-Spam Firewall

Once your SpamWall system has been set up, the only changes that need to be made to
your existing email related configuration are to the MX record(s) associated your domain.

This will allow the SpamWall to be positioned "in front" of your existing email server so
that it will be able to immediately start working to block and filter up to 98% of all Spam
and Virus infected emails using it's default "out of the box" settings alone.

The term "MX record” stands for "mail exchange record". These records are contained in
the domain "zone file" for your domain on the DNS server or servers which provide DNS
service for the domain.

The MX records will only require a simple modification in order to route all incoming
email traffic through your SpamWall system for scanning and processing before being
sent on to your regular mail server. Your existing mail server then does the delivery of
the cleaned or "sanitized" email as usual.

For specific information on how to modify an MX record to direct email to your
SpamWall system consult the appropriate section of the SpamWall Operations Manual.
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 Initial Configuration and Setup

The first step in setting up your SpamWall Anti-Spam Firewall system is to configure the
SpamWall to accept email for your domain(s) and then, after scanning and processing it
for Spam/UCE ("unsolicited commercial email") and Viruses, the SpamWall system will
forward the processed, or “sanitized”, email on to your regular email server.

To set up your SpamWall system to accept and process email for a domain log into the
SpamWall system control panel and select "IP/Domain Setup" in the menu bar.

You will be presented with a screen that will allow you to configure the IP address and
domain name settings for the domains you would like to have the SpamWall process
email for.

The "Primary Mail Server Setting"  will already be configured with a
"spamwall.yourdomain.com" type sub-domain along with the IP address which is
associated with your SpamWall system.

The "Primary Mail Server Setting" is a FIXED  setting and should not be modified.

The domains that you will set up email processing for should be configured under the
"Additional Relay Domains"  heading of the "IP/Domain Setup" screen in the control
panel.

In the "Mail Server"  field you should place the name of the domain or sub-domain you
want the SpamWall system to process email for. This would be in the "yourdomain.com"
format.
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The IP address of the "destination mail server" , which is usually your existing mail
server for a given domain, should be placed in the "Server's IP Address" field in the
"xxx.xxx.xxx.xxx" format.

The "Server Port" is the port number that you want the processed email to be delivered.
This is usually your mail servers default SMTP port, which is usually Port 25.

Once completing the "Mail Server", "Server IP Address" and "Server Port" fields you
select the "Add Server"  button to complete the process of adding the server.

The SpamWall system will then confirm that the new entry has been successfully set up
and the system restarted. The new receiving mail servers added along with their
associated domains, IP numbers and port numbers will appear below.

Domains that you have set up to have email processed for by your SpamWall system can
be deleted by selecting "Delete" under the "Action" heading on the list of domains at the
bottom of the "IP/Domain Setup" screen. You will be prompted to confirm any deletions
by the system before a domain is finally deleted.

NOTE that the "localhost/127.0.0.1" entry that is pre-configured in your SpamWall
system on setup is required by the system and should not be removed otherwise this
could cause the system to malfunction. In the unlikely event that you accidentally delete
this entry you will need to contact support to have it restored.

Once you have set up your SpamWall to provide email filtering for your domain(s) you
then need to direct email for your domains to the SpamWall system for processing.

This is done by modifying the "MX" record for a given domain to map it to the IP
address of your SpamWall system. An MX Record or a "Mail Exchange" record tells
mail servers around the world where to send the email for your domain.
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 Setting Up MX Records

MX is an acronym for "Mail eXchange". An "MX record" is a DNS record used to define
the host(s) that accept mail for a given domain.

The MX Record for a domain is contained in the DNS zone file for the domain on the
DNS server or servers that provide service for the domain.

In order to modify the MX record for a domain to route email for that domain to your
SpamWall system for processing the simplest method would be to replace the IP address
associated with the "pop" or "mail" record, which is usually the IP address of your
existing mail server, with the IP address of your SpamWall system.

These records would look something like this:

 domain.com.      IN      MX      0        pop
 domain.com.      IN      MX      10      pop

 pop                     IN      A      192.168.173.100

In this case, the primary and secondary MX records for “domain.com” are associated
with the “pop” host name (sometimes this is alternatively called "mail"), which itself has
an “A” record set up to map it to the "192.168.173.100" IP address of the existing mail
server that accepts email for the domain.

All that you would need to do to route email to your SpamWall system for processing is
to replace the "192.168.173.100" IP address with the IP address of your SpamWall
system.

The modified record would look something like the following, with the "216.55.101.xxx"
reference being the IP address of your SpamWall system:

 domain.com.      IN      MX      0        pop
 domain.com.      IN      MX      10      pop

 pop                     IN      A      216.55.101.xxx

Another option would be to set up an “A” record for “spamwall.yourdomain.com” which
is mapped to the IP address of your SpamWall system and then associate the MX records
with the “spamwall” host name. In this case the MX record entries would look like this:
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 domain.com. IN      MX      0        spamwall
 domain.com. IN      MX      10      spamwall

 spamwall IN      A       216.55.101.xxx

After making any modifications to the DNS zone file for a domain you will need to re-
start the DNS server in order to make these changes "live".

If you do not have access to the DNS zone file for your domain then the technical
administrator of your domain, which would likely either be your ISP or web hosting
provider, should be able to modify the MX records for you.

If you require any advice or assistance with modifying the MX records for your domain
to route email to your SpamWall system you can contact support for assistance with this.

If the provider of DNS services for your domain provides you with access to a control
panel system for modification of DNS records you will need to consult the
documentation associated with the service in order to determine how to re-map the MX
record for your domain to your SpamWall system.

If your DNS service provider is unable to assist you with the modification or re-mapping
of your MX record you should contact support for advice and assistance with this.

Note that due to distributed nature of the DNS system the MX records you have modified
or set up to route email to your SpamWall system may not result in all email being
directed to your SpamWall system immediately. It may take up to 24 hours or more for
the new MX information to propagate (be available to all other DNS servers) across the
Internet so that all email for any given domain is directed to your SpamWall system.

Until propagation is fully completed some email for your domain may be directed to your
SpamWall system and some may continue to be directed to your regular email server
however no email will be lost or mis-directed during this transition.

If you have any questions about the modification of MX records or re-direction of email
for your domain to your SpamWall system or if you require any advice or assistance with
any action related to this you should contact support for assistance.
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SpamWall System Control Panel Overview

 Main Login/System Status

Once logged into your SpamWall system you will be presented with the "System Status"
screen that displays statistical information relating to the email processed by the
SpamWall system on a daily, weekly and monthly basis. The display includes the
following:

Blocked: Spam Number of emails detected and Blocked as Spam/UCE.

Blocked: Virus Number of emails that have been detected as being virus infected
and blocked or sent to the Virus Quarantine.

Blocked: RBL Number of emails that have been blocked due to being in one of
the active RBL/Blacklists.

Passed: Tagged Number of emails which have been found to be over the "Tag
Level 2" value set in the Spamfilter Config and which have been
forwarded on to the recipient with the '***SPAM**' tag appended
to the "Subject" line.

Passed: Clean Number of emails which have been found to be under the "Tag
Level 2" value set in the Spamfilter Config and which have been
forwarded on to the recipient unmodified and "passed clean" and
therefore are unlikely to be Spam/UCE or Virus infected.

Total Daily, Weekly and 30 Day totals of email of all types having been
processed by the system



13

The daily, or "Today" statistics, are in "real time" and are updated at least every 5
minutes. The weekly, or "Last 7 Days" statistics are a total of the daily statistics for the
past 7 days and the monthly or "Last 30 Days" statistics reflect the totals of all of the
various email processing classifications processed by the system in the past 30 days.

The System Status screen also displays the current system date and time.

 User Profile

The User Profile screen is where you can view and edit the account settings associated
with your login account on the SpamWall system. Values associated with the login
account such as the login password and contact email address can be modified via this
screen.

Note that the "admin" default user password which was provided to you along with the
setup information of your SpamWall system is a unique password to your SpamWall
system alone and is a secure password so it is recommended that unless absolutely
necessary you do not change this password.
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Another reason for this would be that if you require technical support or other assistance
with your SpamWall system our support people may need to log in to your system via the
control panel. If you have changed the default setup password they may either have to
request the new password from you or otherwise re-set the password to the default
password in order to gain access to the system to provide any required assistance.

 Administration

The "Administration" screen allows setting of system time zone this being "GMT",
"EST", "CET" etc.

There are many different times zones to choose from however we recommend that the
default system time zone of GMT be maintained unless there is some reason why you
need to have an alternative system time zone value set.

The time zone set on the system will be reflected on the email log files and in the email
header timestamps of the messages processed by the system.

 IP/Domain Setup

As detailed in the Initial Setup & Configuration Section, the "IP/Domain Setup" screen is
where you can add, delete or modify the domains for which email handling and
processing will be done by the SpamWall system.
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To set up your SpamWall system to accept and process email for a domain log into the
SpamWall system control panel and select "IP/Domain Setup" in the menu bar.

You will be presented with a screen that will allow you to configure the IP address and
domain name settings for the domains you would like to have the SpamWall process
email for.

The "Primary Mail Server Setting"  will already be configured with a
"spamwall.yourdomain.com" type sub-domain along with the IP address which is
associated with your SpamWall system.

The "Primary Mail Server Setting" is a FIXED  setting and should not be modified.

The domains for which you will set up processing for should be configured under the
"Additional Relay Domains"  heading of the "IP/Domain Setup" screen in the control
panel.

In the "Mail Server"  field you should place the name of the domain or sub-domain you
want the SpamWall system to process email for. This would be in the "yourdomain.com"
format.

The IP address of the "destination mail server", which is usually your existing mail
server for a given domain, should be placed in the "Server's IP Address" field in the
"xxx.xxx.xxx.xxx" format.
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The "Server Port" is the port number that you want the processed email to be delivered.
This is usually your mail servers default SMTP port, which is usually Port 25.

After completing the "Mail Server", "Server IP Address" and "Server Port" fields you
select the "Add Server"  button to complete the process of adding the server.

The SpamWall system will then confirm that the new entry has been successfully set up
and the system restarted. The new receiving mail servers added along with their
associated domains, IP numbers and port numbers will appear below.

Domains that you have set up to have email processed for on your SpamWall system can
be deleted by selecting "Delete" under the "Action" heading on the list of domains at the
bottom of the "IP/Domain Setup" screen. You will be prompted to confirm any deletions
by the system before a domain is finally deleted.

NOTE that the "localhost/127.0.0.1" entry that is pre-configured in your SpamWall
system on setup is required by the system and should not be removed otherwise this
could cause the system to malfunction. In the unlikely event that you accidentally delete
this entry you will need to contact support to have it restored.

Once you have set up your SpamWall to provide email filtering for your domain(s) you
then need to direct email for your domains to the SpamWall system for processing.

This is done by modifying the "MX" record for a given domain to map it to the IP
address of your SpamWall system. An MX Record or a "Mail Exchange" record tells
mail servers around the world where to send the email for your domain.

The MX Record for a domain is contained in the DNS zone file for the domain on the
DNS server or servers that provide service for the domain.

In order to modify the MX record for a domain to route email for that domain to your
SpamWall system for processing the simplest method would be to replace the IP address
associated with the "pop" or "mail" record, which is usually the IP address of your
existing mail server, with the IP address of your SpamWall system.
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These records would look something like this:

 domain.com.      IN      MX      0        pop
 domain.com.      IN      MX      10      pop

 pop                     IN      A      192.168.173.100

In this case, the primary and secondary MX records for “domain.com” are associated
with the “pop” host name (sometimes this is alternatively called "mail"), which itself has
an “A” record set up to map it to the "192.168.173.100" IP address of the existing mail
server that accepts email for the domain.

All that you would need to do to route email to your SpamWall system for processing is
to replace the "192.168.173.100" IP address with the IP address of your SpamWall
system.

The modified record would look something like the following, with the "216.55.101.xxx"
reference being the IP address of your SpamWall system:

 domain.com.      IN      MX      0        pop
 domain.com.      IN      MX      10      pop

 pop                     IN      A      216.55.101.xxx

Another option would be to set up an “A” record for “spamwall.yourdomain.com” which
is mapped to the IP address of your SpamWall system and then associate the MX records
with the “spamwall” host name. In this case the MX record entries would look like this:

 domain.com. IN      MX      0        spamwall
 domain.com. IN      MX      10      spamwall

 spamwall IN      A       216.55.101.xxx

After making any modifications to the DNS zone file for a domain you will need to re-
start the DNS server in order to make these changes "live".

If you do not have access to the DNS zone file for your domain then the technical
administrator of your domain, which would likely either be your ISP or web hosting
provider, should be able to modify the MX records for you.

If you require any advice or assistance with modifying the MX records for your domain
to route email to your SpamWall system you can contact support for assistance with this.
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If the provider of DNS services for your domain provides you with access to a control
panel system for modification of DNS records you will need to consult the
documentation associated with the service in order to determine how to re-map the MX
record for your domain to your SpamWall system.

If your DNS service provider is unable to assist you with the modification or re-mapping
of your MX record you should contact support for advice and assistance with this.

Note that due to distributed nature of the DNS system the MX records you have modified
or set up to route email to your SpamWall system may not result in all email being
directed to your SpamWall system immediately. It may take up to 24 hours or more for
the new MX information to propagate (be available to all other DNS servers) across the
Internet so that all email for any given domain is directed to your SpamWall system.

Until propagation is fully completed some email for your domain may be directed to your
SpamWall system and some may continue to be directed to your regular email server
however no email will be lost or mis-directed during this transition.

If you have any questions about the modification of MX records or re-direction of email
for your domain to your SpamWall system or if you require any advice or assistance with
any action related to this you should contact support for assistance.
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 System Mail Log Viewer

The Mail Log Viewer is an easy to use interface that you can use to monitor email traffic
processed by your SpamWall system. To access the Mail Log Viewer System select the
"View System Mail Logs" link in the menu bar and then click on either the "CLICK
HERE TO OPEN MAIL LOG VIEWER" link or the mail log viewer screen image.

This will open the System Mail Log File Viewer screen. When accessed the mail log
viewer will initially display the mail logs relating to email activity on your SpamWall
system up to midnight (system time) on the previous day.
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Log files are stored on your SpamWall system for up to 30 days so you can use the
"Display Logs"  function at the top of the mail log viewer screen to select the date range
that you would like to have logs displayed for.
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There will usually be multiple pages of log files for any given day, as many as up to
several hundred pages or more if there is significant email activity happening on your
SpamWall system. You can scroll through these pages using the numbered buttons at the
top of the Mail Log Viewer screen or otherwise use the "Jump to Page" option for
navigation.

The "Search" feature allows you to search the currently generated log file entries in terms
of "From", "To", "Subject", "Action", "Score" and "IP" values. You can search for email
activity records based on any of these terms by placing the term you are looking for in the
search box and selecting the appropriate "From", "To", "Subject", "Action", "Score" and
"IP" from which you expect to have results displayed.

To search for email from a given address for example you would place the exact address
you are looking for in the search field. If you are uncertain of the exact email address,
subject, etc you can use the "wild card" feature  to search on the basis of partial term.

The "wild card" character  used in the Mail Log Viewer system is the "%" character.
For example if you wanted to search for all of the email from all of the addresses at the
domain "example.com" you can use the search term "%@example.com" and this will
return results of all of the email from any and all address at the "example.com" address.

Another example is that if you were searching for an email from a friend and your friend
usually places something like "From Bob" in the subject line, but sometimes uses "Hi,
from Bob" instead so you can't really be sure of the exact subject line. In these sorts of
cases you can use the "%Bob%" wild card search term to search all of the subject lines
and display records of any and all email messages which contain the term "Bob" in the
"Subject" line.

The "wild card" search is very flexible and powerful and can be used to quickly and
easily locate the record relating to any email activity processed by your SpamWall
system.

If you wish to view log file records of email processed by your SpamWall system after
the previous midnight system time up until the present moment you can use the "ON
DEMAND SCANNER" to generate and display logs relating to more recent activity on
your SpamWall system.

The on-demand log output can then be sorted and displayed in a number of time formats
including "Last 24 hours", "Last 12 hours", "Last 6 hours", "Last 60 minutes", "Last 30
minutes", "Last 5 minutes" and "Last 60 seconds.



22

To start the On Demand Scan click on the "ON-DEMAND SCANNER"  link at the
top of the Mail Log Viewer system screen.

Depending on the amount of email activity on your SpamWall system since the previous
midnight system time it may take up 60 seconds or more for the current log files to be
processed and displayed by the system.

Once the processing has completed you will be presented with a display of the system log
files starting at the previous midnight system time and continuing up to the exact moment
which you started the on demand scan by selecting the "ON-DEMAND SCANNER"
link.

You will then be able to either use the numbered navigation bar to navigate through the
displayed log file records or the "Jump to Page" option to jump to a given page number.
Otherwise you can use the "Display Logs" function at the top of the screen to display the
logs for a given time period from the previous midnight up to the moment you initiated
the on demand scan.

Once you have finished reviewing the output generated by the On Demand Scanner it
recommended that you select the "END ON DEMAND SCAN"  link to end the On
Demand Scan and clear up the on-demand scan database. This will re-set the On Demand
Scanner and allow you to perform further up to the moment on-demand scans of the
system log files if desired.

The Mail Log Viewer system displays the "To", "Subject", "Action", "Score" and "IP"
records of email activity on your SpamWall system for any given date range selected.

The "Date" field  indicates the exact date and system time which a given email was
processed by your SpamWall system.

The "To" field  indicates what email address the various messages were delivered to.

The "Subject" line  is the subject of the message, of which the first 15-20 characters is
displayed by the Mail Log Viewer system.

The "Action" field  specifies what action was taken by your SpamWall system with
regards to a given message depending on how your SpamWall system has been set up to
process Spam/UCE and Virus laden emails etc.
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The "Action" field will usually contain a specific reason why a particular action was
taken with respect to the processing of a given email message.

For example, if the “action” associated with a particular email is "Sent" this would
indicate that the message was processed by your SpamWall system and was not rejected
due to RBL/Blacklisting or Connection Control issues and also that it was under the
current "Action" level set in the "Spamfilter Config" screen.

As a result, this message would not have either been blocked entirely or otherwise sent to
the Spam Quarantine. The message may have been "Tagged" as "Spam" and delivered to
the recipient if it scored over the “Tag Level 2” set on your SpamWall system. This will
usually be indicated in the "Subject” field with the "***SPAM**" subject line.

Otherwise, if under the current “Tag Level 2” set on your SpamWall system, the message
would likely have been "passed clean" and forwarded on to the end user recipient. This
would indicate that it was processed by your SpamWall system and determined to be
under the current criteria for Spam/UCE and also free of any Virus or other harmful
attachments so it was delivered on to the end user recipient as being most likely a
legitimate email message.

Other "Action" attributes which can be associated with email are "Blocked SPAM",
which means that a given message was above the current "Action" or "kill" level set on
your SpamWall system and therefore was sent to the "Quarantine" mailbox on your
SpamWall. This will also usually be indicated in the "To" field with the message
recorded as being sent to the "SPAM BOX".

One "Action" attribute you will likely see associated with a considerable number of mail
log records is the "Blacklisted" attribute. This means that the message was blocked
entirely by your SpamWall as a result of either the IP address, domain or email address
that was associated with the message being listed in one of the RBL/Blacklists activated
in the "RBL/Blacklist Settings" screen of the SpamWall control panel.

Otherwise, the IP Address, Domain or Email Address associated with the blacklisted
message may have been in one of your local IP Address, domain, or email address
blacklists as configured in either the "IP/Domain Blacklists" or "Email Address
Blacklists" screens in your SpamWall control panel.

In the case of "Blacklisted" messages there will be no "Subject" line recorded and the
"Score" will be listed as "N/A" as the message connection is dropped entirely by the
SpamWall system before any processing occurs.

The "Score" field indicates what "Spam Score" a given message was allocated by your
SpamWall system during processing. This "score" would be a reflection of the "Spam
Score" associated with a given email message processed by the system as detailed in the
Spamfilter Config section of the documentation.

The "IP address" field indicates the IP address of the connecting mail server from which a
given message was either received or blocked for being contained in either one of the
RBL/Blacklists or one of your own local blacklists.
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If you notice a significant number of unwanted emails being received from a particular IP
address which you would prefer not to receive and which for some reason are not already
being blocked by your SpamWall system, you can decide to obtain the IP address from
the Mail Log Viewer system screen and configure it in your own local blacklist. This
would be done via the "IP/Domain Blacklists" screen on the SpamWall control panel.

In order to log out of the Mail Log Viewer system and return to the main interface click
on the "RETURN TO MAIN INTERFACE " link.

 Mail Queue Manager

The "View System Mail Queue" option on the control panel will allow you to access
the Mail Queue Management System. The Mail Queue Manager allows you to view and
manage the emails which have been "queued" on your SpamWall system. This means
that they are either waiting to be processed or delayed on the system for some reason,
usually because the receiving server is not able to receive the message due to technical or
other reasons.

Once connected to the Mail Queue Management System you will be presented with a
list of all of the email messages (if any) which are currently in the mail queue on your
SpamWall system.
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If there are currently no messages in the queue a "Mail queue is empty"  message will be
displayed instead. The Mail Queue Manager allows you to view details of any queued
messages on your SpamWall system. In addition, if you are looking for a specific
message and there are a number of messages in the queue you can use the search feature
on the Mail Queue Manager to search the mail queue using various search criteria. These
criteria include "Queue ID", "Activity" (Any/Error/Hold/Active), "Sender", "Recipient",
"Error", "Size" or "Date".
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At the bottom of the Mail Queue Manager screen the "Top 10" messages in terms of
"Senders", "Recipients", "Sender domains" and "Recipient domains" will also be
displayed.

Any mail currently in the queue on your SpamWall system will be displayed in the Mail
Queue Manager screen in the order which it was received on the system with the most
recently queued email messages being displayed at top of the screen.

There are various management options available on the Mail Queue Manager which
allow you to sort the message records in terms of "Queue ID", "Activity", "Sender",
"Recipient", "Error", "Size" or "Date" by clicking on the appropriate heading in the menu
bar of the mail queue display.

You can also view the actual contents of any messages in the mail queue by clicking on
the "Queue ID" of the associated message, which will cause the Mail Queue Manager to
open up another browser window and display the contents of the message you have
selected.

Note that depending on how many messages are in the mail queue it may take up to 30-
60 seconds for the Mail Queue Manager to search the mail queue and open up the
selected message for display.

Note also that it may be necessary to disable any "popup blocker" option you may have
set on your web browser or installed on your PC in order to use this feature.

If a "Cannot get message contents" message is received when attempting to view an
email message in the queue this means that the email in question was either delivered or
deleted by the administrator and is no longer in the queue.

You can also use the Mail Queue Manager to delete any unwanted email from the mail
queue by selecting the check box next to the email(s) you wish to delete and then clicking
on the "Delete selected messages" button at the bottom of the Mail Queue Manager
screen.
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Note that for technical reasons the number of messages able to be deleted at any one time
is set to 64. If you need to delete more than this at any one time you will need to use the
deletion option in the Mail Queue Manager several times until all of the desired emails
have been deleted.

While logged into the Mail Queue Manager if at any time you wish to see an updated list
of messages currently in the mail queue you can select the "RELOAD MAIL QUEUE
DISPLAY"  button to reload the current mail queue information.

In order to log out of the Mail Queue Manager and return to the main interface click on
the "RETURN TO MAIN INTERFACE" link.

 User Management

The "User Management" screen on the SpamWall system control panel allows you to
manage any other user accounts you may decide to add for access to the system in
addition to the main "admin" user account.

There are two levels of access to the system, these being "ADMIN" and "USER" access.
An "admin" user account will have access to all of the same features and capabilities that
the main administrative ("admin") user of the SpamWall system has. The "user" access
accounts will have login access to the system but only limited access to the various
features and capabilities available on the system.
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In order to view and/or modify any additional user accounts you may have added to the
system you can use the "Next page/User List" link at the bottom of the User
Management screen to access the current system user list.

When presented with the User List screen you will need to either enter a user name to
search for or otherwise if you wish to list all system users leave the "Search"  box blank
and click on the "Search" button to output a list of all system users.

Any system user can then be selected from the list and the "View and Modify User
Settings" screen will be displayed allowing you to modify various information
associated with the user account selected.
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Unless you have the need for more than one administrator to have access to your
SpamWall system it is recommended for maximum safety and security that only the one
"admin" user account be maintained on the system.

 System Status

The "System Status" link and screen provides a similar statistical overview of all emails
processed by the SpamWall system and their classification as the main login screen.

The display includes the following:

Blocked: Spam Number of emails detected and Blocked as Spam/UCE.

Blocked: Virus Number of emails that have been detected as being virus infected
and blocked or sent to the Virus Quarantine.

Blocked: RBL Number of emails that have been blocked due to being in one of
the active RBL/Blacklists.

Passed: Tagged Number of emails which have been found to be over the "Tag
Level 2" value set in the Spamfilter Config and which have been
forwarded on to the recipient with the '***SPAM**' tag appended
to the "Subject" line.

Passed: Clean Number of emails which have been found to be under the "Tag
Level 2" value set in the Spamfilter Config and which have been
forwarded on to the recipient unmodified and "passed clean" and
therefore are unlikely to be Spam/UCE or Virus infected.

Total Daily, Weekly and 30 Day totals of email of all types having been
processed by the system
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The daily, or "Today" statistics, are in "real time" and are updated at least every 5
minutes. The weekly, or "Last 7 Days" statistics are a total of the daily statistics for the
past 7 days and the monthly or "Last 30 Days" statistics reflect the totals of all of the
various email processing classifications processed by the system in the past 30 days.

The System Status screen also displays the current system date and time.

 Spamfilter Config

The SpamWall Anti-Spam Firewall system utilizes a number of different methods and
layers to detect and filter out Spam/UCE and other unwanted email messages. This multi-
layer Spam Filtering Technology results in a highly accurate spam detection rate with
only a very small number of "false positives" (legitimate email being detected as
Spam/UCE).

When an email message is received by your SpamWall system it is subjected to several
layers of email filtering and defense, these include Spam Fingerprint Checking, and a
comprehensive rule-based Spam Scoring System incorporating Content Analysis
(Heuristics) and Bayesian Analysis.

An extensive rule-based scoring system determines whether a particular email message is
spam or not-spam. Thousands of rules are run against every email in the space of a few
milliseconds.

A complex algorithm optimizes the rule-based scoring by using an archive of millions of
spam and non-spam messages to determine the scores for the individual rules. When
combined, these individual scores give each email an overall "Spam Scoring Level".

Altogether these layers form a smart filtering technology which in it's default "out of the
box" configuration is able to detect and block or tag up to 98% of all Spam/UCE and
other unwanted email messages processed by the system. This detection rate can be
further increased as the system is utilized to filter and manage your email.

The Spam Scanning & Filtering engine on the SpamWall system also incorporates a
number of automatic "self-tuning" and "auto-learning" mechanisms including Bayesian
Analysis and Learning which are able to automatically increase accuracy and sensitivity
of the system over time.

It is also possible to increase the percentage of Spam/UCE detected and either blocked,
quarantined or tagged by modifying the "Spam Score Levels" in the Spamfilter Config
screen of the SpamWall control panel.
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 Spam Scoring Levels

The configuration and management of the Spam Scanning & Filtering engine is carried
out via the "Spamfilter Config"  screen under the "Spam Control" section of the
SpamWall system control panel.

Spam/UCE scanning is enabled by default on your SpamWall system and a number of
default "Spam Scoring Levels" have been pre-configured to reflect a basic optimum
setting which will detect and filter up to 98% of all Spam/UCE and other unwanted
email.

The Spam Scanning & Filtering engine on the SpamWall system examines the content of
each message received and assigns it a "spam level" score according to how much a
"looks like" Spam/UCE based on a comprehensive set of rules and algorithms derived
from analyzing millions of known Spam/UCE messages.
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When a potential Spam/UCE message is detected by the system depending on the "Spam
Scoring Levels" set in the Spamfilter Config screen of the SpamWall control panel the
message is either "passed clean" as non-spam, "tagged" with the **SPAM** tag and
forwarded on to the recipient, or blocked from delivery to end users.

Emails that are blocked by the system are delivered to the Spam Quarantine, which you
as the administrator of your SpamWall system will have access to via a web-based email
interface at the "http://spamwall.yourdomain.com/webmail/" URL. Alternatively, these
quarantined messages can be forwarded to an another offsite (not on the SpamWall
system) email account that you may specify in the Spam Quarantine screen of the
SpamWall system control panel.

Appending the **SPAM** tag to the subject line makes it easy for end users to identify
email detected as Spam/UCE.

Messages detected as likely Spam/UCE and forwarded on to the end user recipient can be
further acted on by the end users email client, which on detecting the **SPAM** type tag
or keyword in either the subject line or the "X-Spam-Status" type tag in the message
header of an email message can be set up to re-direct these "tagged" or "flagged" email
messages to an alternative "spam" mailbox or "junk" folder.

Microsoft Exchange, MS Outlook and most other email clients have this capability. This
"spam" or "junk" folder or mailbox can then be checked at the discretion of the end user
recipient for possible legitimate emails or an expected message that may have been
incorrectly identified as Spam/UCE.

You may notice that the "full headers" of email messages you receive which have been
processed by your SpamWall system include header tags of "X-Spam-Status", "X-Spam-
Level" and "X-Spam-Flag".

These email headers are usually not visible unless you use the "show full headers" option
in your email program. When the SpamWall system identifies an email as Spam/UCE it
marks and identifies the message as such by appending tags to the message header,
"Subject" line, or both.

Unless something has been set up on the receiving email server or email client end these
headers do not have any effect on anything. However they can be used as detailed
previously to detect and divert any messages "tagged" as Spam/UCE to a "spam" or
"junk" folder or mailbox at the discretion of the end user recipient.
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Here are some example "headers" from a Spam message:

From: "Margaret Knox" <fairplayah@imagine.ie>
To: "noc" <noc@isecure.net>
Subject: ***SPAM**As everyone maunabo
Date: Sat, 26 May 2007 12:47:50 +0100
MIME-Version: 1.0
Content-Type: multipart/alternative;
boundary="----=_NextPart_000_0018_01C79F94.119593A0"
X-Priority: 3
X-MSMail-Priority: Normal
X-Mailer: Microsoft Outlook Express 6.00.2462.3000
X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2462.0000
X-SPAM-VIRUS-Scanned: Anti-Spam Firewall Ver 1.3 at spamwall.isecure.net
X-Spam-Status: Yes, hits=13.803 tagged_above=2 required=5 tests=BAYES_99,
DCC_CHECK, DNS_FROM_RFC_POST, HELO_DYNAMIC_DHCP,
HTML_MESSAGE, RCVD_IN_BL_SPAMCOP_NET, TVD_FUZZY_SYMBOL,
UPPERCASE_25_50
X-Spam-Level: *************
X-Spam-Flag: YES

As you can see, this particular message has been detected and marked as "**SPAM**"
and the "X-Spam-Status", "X-Spam-Level" and "X-Spam-Flag" tags have been added to
the email headers along with their related values and associated processing and scoring
information.

The "X-Spam-Status" tag indicates whether an email has been detected as Spam/UCE
based on the current "Spam Scoring Levels" set in the Spamfilter Config screen of the
SpamWall system.

The "X-Spam-Status" tag of this example email indicates that this message was detected
as Spam/UCE ("Yes") and that the Spam Scoring Level (the number of "hits") was
"13.803".

The "X-Spam-Status" tag also indicates at what Spam Scoring Level the "X-Spam-
Status" and "X-Spam-Level" headers are set to be added to this email message, this being
"2", and also the Spam Scoring Level "required" to add the "**SPAM**" tag to the
"Subject" line of the message, this being "5".

There is also an "X-Spam-Level" tag containing a number of "star" characters, the higher
the number of stars indicating the greater probability of a message being Spam/UCE.

This particular message received a Spam Level Score of "13.803" as a result of the
various checks and tests which were performed on the message by the system. Some of
these are detailed in the "X-Spam-Status" tag line, these being BAYES_99,
DCC_CHECK, DNS_FROM_RFC_POST, HELO_DYNAMIC_DHCP,
HTML_MESSAGE, RCVD_IN_BL_SPAMCOP_NET, TVD_FUZZY_SYMBOL,
UPPERCASE_25_50.
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These would only be a few of the many thousands of possible tests, checks and filters run
against messages processed by the Spam Scanning and Filtering engine on the SpamWall
system.

As this example email message received a "Spam Score" of under 15, which was below
the "Action Level" set on the SpamWall system that processed the message, it would
have been delivered on to the end user recipient but marked with the "**SPAM**" tag
for easy identification.

 Tuning your SpamWall System

The SpamWall system in it's default configuration with it's multi-layer Spam Filtering
Technology and default set of Spam Scoring Levels is able to detect and block or filter up
to 98% of all Spam/UCE received by the system.

The Spam Scanning & Filtering engine on the SpamWall system also incorporates a
number of "self-tuning" and "auto-learning" mechanisms including Bayesian Analysis
and Learning, which are able to automatically increase accuracy and sensitivity of the
system over time.

It is also possible to increase the percentage of Spam/UCE detected and either blocked,
quarantined or tagged by modifying the "Spam Score Levels" in the Spamfilter Config
screen of the SpamWall control panel.

Once you have been administering your SpamWall system for a while and have a good
overview of which emails are processed, tagged and quarantined by the system you will
be able to determine the optimum Spam Scoring Levels for your particular application.

By "tuning" the system over time you will be able to achieve the optimum level of
Spam/UCE detection and management for your particular email user base and the
specific type and content of email messages received by your users.

 Spam Scoring Tag Levels

The default "Tag Level 1" refers to the minimum Spam Score of an email message before
it is tagged or "flagged" as being possible Spam/UCE. Messages scoring over this level
will cause the system to the add "X-Spam-Status" and "X-Spam-Level" headers to the
email so that they can be identified on the recipient end if necessary as being spam or
not-spam and at what Spam Score Level the message has been assessed at.
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The default "Tag Level 2" will mark a message as Spam/UCE by appending the
"**SPAM**" tag to the message "Subject" line when it scores 5 points or more. The "X-
Spam-Status" tag is also changed from "No" to "Yes" at this level.

The default "Action Level" is set at "15". This will cause the SpamWall system to take
the appropriate specified action on any messages that score above this level. This action
is usually to either send the message to the Spam Quarantine mailbox on the SpamWall
system or alternatively forward them on to an offsite mailbox (not on the SpamWall
system) which you may have specified in the "Spam Quarantine" screen of the SpamWall
control panel.

Reducing these Spam Scoring default levels will detect more Spam/UCE, but it may also
potentially increase the number of "false positives", this being legitimate email being
blocked, quarantined or tagged as Spam.  In it's default configuration the SpamWall
system is designed to minimize false positives. With no additional configuration or
tuning the false positive rate is typically at less than 0.1%, or less than one in every
10,000 email messages processed by the system.

In addition to its low false positive rates, the SpamWall system can be configured with a
Spam Scoring "Action Level" which is high enough that that even messages which are
likely to be Spam/UCE are not blocked or quarantined but rather marked with the
"**SPAM**" tag and "X-Spam-Status" and "X-Spam-Level" headers and forwarded on
to the intended recipient.

Once received these tagged messages can then either be checked visually to see if there
are any legitimate messages or otherwise the user can set up their email client to detect
and divert any tagged messages to a "spam" or "junk" folder or mailbox.

In general, the Spam Scoring "Action Level", which is set at "15" by default, should be
kept reasonably high until you become familiar with administering your SpamWall
system as if this value is set too low this may increase the possibility of a legitimate email
message being sent to the Spam Quarantine, in which case you may have to retrieve it at
the request of a user or otherwise check the Spam Quarantine mailbox more carefully or
more regularly to ensure that there are no legitimate emails of any significance contained
there.

The default Spam Scoring values set on the SpamWall system are quite conservative so
as to minimize the chance of any legitimate emails being blocked or directed to the Spam
Quarantine. It is recommend that these levels be maintained until you become familiar
with the operation of your SpamWall and the type and content of the email messages
being processed by the system and are able to determine the optimum levels for your
particular application and email user base.
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You can expect that over time you will adjust these default levels downwards to an
optimum level where a high level of Spam/UCE detection and blocking is achieved with
very little chance of any legitimate email messages being blocked or quarantined.

A general example of the optimum Spam Scoring Levels for a SpamWall system in a
"production" environment would be as follows:

Tag Level 1:    2 to 3
Tag Level 2:    3.5 to 5
Action Level:  6 to 10

When setting the Spam Scoring Level values, the lower this number the more
sensitive the filter becomes.

The type and content of email messages is widely variable however in general a Spam
Score Level threshold of 3.0 to 3.5 should increase the amount of Spam/UCE detected
significantly but in most cases is unlikely to produce a significant increase in the number
of false positives.

If you and your end users are receiving a significant number of Spam emails being
delivered to your email accounts you may decide to adjust your Spam Scoring "tag" and
"Action" levels to more sensitive levels, such as in 3.5-5 range for the "Tag Level 2", and
the "6-10" level for the "Action Level" where messages scoring above this level are
directed to the Spam Quarantine.

If you are seeing only a relatively small number of Spam messages you may decide to
maintain your "Tag Level 2" at the current default level of "5", or possibly even adjust
this value higher, and your "Action" level at the "15" default level or possibly higher.
This would depend on the needs and requirements of your particular email user base and
the specific type and content of email messages received by your users, and your
tolerance with respect to the possibility of having legitimate email messages directed to
the Spam Quarantine.

Alternatively, if you are seeing a significant number of legitimate emails being tagged as
"SPAM" you may decide to reduce your filter's sensitivity level by increasing the "Tag
Level 2" level in the Spamfilter Config screen of your SpamWall system. Likewise, if
you are seeing a significant number of legitimate emails being directed the Spam
Quarantine you may decide to reduce your filter's "Action Level" sensitivity by
increasing the Spam Scoring "Action Level" value.

The default Spam Scoring Levels set on your SpamWall system are a good overall
default configuration for detecting and filtering Spam/UCE and other unwanted email,
and your SpamWall system will via it's own auto-learning and auto-tuning mechanisms
become more sensitive and adept at the detection and handling of Spam/UCE and other
unwanted email over time.  Based on your own requirements it may still be a good idea
for you experiment with and adjust the sensitivity of your Spam Scoring Levels in order
to achieve the best overall level of Spam/UCE detection and management for your
particular email user base and the specific type and content of email messages received
by your users.
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 IP/Domain Blacklists

The "IP/Domain Blacklists" screen is where you can configure your SpamWall system to
reject email from any given IP address or domain.

To reject email from any given IP address or domain simply add the IP address or domain
under the "Add IP/Domain" section and select the "add" button.

The blacklisted IP addresses and domains will appear on the screen below under the
relevant "BLOCKED Sender IP Address" and "BLOCKED Sender IP Domain" sections
where they can be deleted if necessary by selecting the "delete" button next to the IP
address or domain you wish to delete.
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You should be careful to ensure that you really want to remove a given IP or domain
from the system blacklist as once you select "delete" it will be deleted immediately and if
you didn't actually want to delete a given IP address or domain you will need to re-add it
again.

The "Mail Server Response" section is for specifying a URL, email address or message
which the blacklisted sender will receive as a response if their IP address or domain is
contained in the local blacklist of your SpamWall system.

The default response for this is "Blocked - See http://spamwall.yourname.com/bl/bl.htm"
which will refer the blacklisted sender to a web page hosted on your SpamWall system.

This page will explain to the user that their IP address or domain may be contained in the
local blacklist on your SpamWall system and they can choose to contact you to have their
IP Address or domain removed from the blacklist at your discretion.

Any request submitted via this form will be forwarded to the administrative email address
associated with your SpamWall system.

Alternatively, you can choose to send another message of your choice to the blacklisted
senders, which can either be something like "You are blacklisted - contact us at
name@yourdomain.com for removal" or "Blacklisted, access denied" or something of
this nature.

You can also choose to leave this section entirely blank if you do not wish to send any
particular message to blacklisted senders and the SpamWall system will output a default
"Sender domain/host rejected" response with no additional message.
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 Email Address Blacklists

The "Email Address Blacklists" screen is where you can configure your SpamWall
system to reject email from any given email address.

To reject email from an email address, simply add the email address under the "Add
Email Address" section and select the "add" button.

The blacklisted email addresses will appear on the screen below under the "Blocked
Email Addresses" section where they can be deleted if necessary by selecting the "delete"
button next to the email address you wish to delete.

You should be careful to ensure that you really want to remove a given email address
from the system blacklist as once you select "delete" it will be deleted immediately and if
you didn't actually want to delete a given email address you will have to re-add it again.
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The "Mail Server Response" section is for specifying a URL, email address or message
which the blacklisted sender will receive as a response if their email address is contained
in the local blacklist of your SpamWall system.

The default response for this is "Blocked - See http://spamwall.yourname.com/bl/bl.htm"
which will refer the blacklisted sender to a web page hosted on your SpamWall system.

This page will explain that their email address may be contained in the local blacklist on
your SpamWall system and they can choose to contact you to have their email address
removed from the blacklist at your discretion.

Any request submitted via this form will be forwarded to the administrative email address
associated with your SpamWall system.

Alternatively, you can choose to send another message of your choice to the blacklisted
senders, which can either be something like "You are blacklisted - contact us at
name@yourdomain.com for removal" or "Blacklisted, access denied" or something of
this nature.

You can also choose to leave this section entirely blank if you do not wish to send any
particular message to blacklisted senders and the SpamWall system will output a default
"Sender address rejected" response with no additional message.

 Email Address/Domain Whitelists

The "Email Address Whitelists" screen is where you can configure your SpamWall
system to accept and pass without any additional Spam/Virus processing email messages
from any given email address or domain.
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A "whitelisted" email address or domain is an address or domain from which email is
always accepted regardless of how it scores with respect to Spam/UCE or other
undesirable content.

To configure your SpamWall system to "whitelist" and accept email from a given email
address or domain simply add the email address or domain under the "Enter Email
Address/Domain" section and select the "add" button.

The whitelisted email addresses will appear on the screen below under the "Whitelisted
Email Addresses/Domains" section where they can be deleted if necessary by selecting
the "delete" button next to the email address you wish to delete.  Additions to the system
whitelist require a system restart so it may take a few seconds for the screen to reload.

You should be careful to ensure that you really want to remove a given email address
from the system blacklist as once you select "delete" it will be deleted immediately and if
you didn't actually want to delete a given email address you will have to re-add it again.

 RBL/Blacklists

The term "RBL" was originally an abbreviation for "Real-time Blackhole List" however
this term has become widely associated with "blacklists" which are maintained by various
entities which contain IP address and domain information of hosts that are known to be
associated with Spam/UCE (unsolicited commercial email) activity.

There are a considerable number of email RBL/Blacklists in operation some of which are
more accurate and reliable than others for blocking Spam/UCE and other unwanted
email.

A number of RBL/Blacklist options are available on your SpamWall system such as
sbl.spamhaus.org, xbl.spamhaus.org, pbl.spamhaus.org, bl.spamcop.net, dnsbl.njabl.org
and others.
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Currently we recommend that only the "bl.spamhaus.org" and "xbl.spamhaus.org"
blacklists be enabled on your SpamWall as these are known to be the most accurate and
reliable of the email blacklists.

In it's default setting with the "bl.spamhaus.org" and "xbl.spamhaus.org" RBL/Blacklists
activated on your SpamWall will cause your SpamWall system to reject connections for
all email received from any IP address or domain listed in these blacklists. This in itself
will result in a considerable reduction in Spam/UCE and other unwanted email.

Connections from IP numbers or domains contained in any RBL/Blacklists enabled on
your SpamWall will be rejected immediately and will not have to be processed.
This will result in reduced load on your SpamWall system and on the receiving email
server(s) as well as increased capacity for the expedient processing of other email.

Unless you have a good reason to disable or change the default RBL/Blacklist settings on
your SpamWall system it is recommend that the "bl.spamhaus.org" and
"xbl.spamhaus.org" RBL/Blacklists at a minimum be enabled at all times.

While the "bl.spamhaus.org" and "xbl.spamhaus.org" blacklists are enabled by default on
your SpamWall system there are also a number of others available for activation such as
the well-known "SpamCop" blacklist service which you can choose to enable on your
SpamWall.
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It is recommend that you do some research on any of the other blacklist services available
for activation on your SpamWall system before activating them so that you are aware of
their blacklisting policies and reputation for accuracy and reliability.

 Spam Quarantine

The "Spam Quarantine" section of the SpamWall system control panel is used to specify
the type of quarantine which will be used for emails that are detected by the SpamWall
Spam Scanning and Filtering engine as being over the "Action Level" as specified in the
Spamfilter Config screen of the control panel.
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There are two options available to deal with emails that have been detected as having
scored above the "Action Level" score specified in the Spamfilter Config.
These options are, "Deliver Via Email" and "Quarantine on Server".

Depending on the "Action Level" set on your SpamWall system email messages that
have been scored and detected as being above the "Action Level" would very likely be
Spam with only a very small probability of being legitimate emails.

You may still wish to have access to these messages in the unlikely event that a
legitimate email message may have been inadvertently detected as being over the "Action
Level" and therefore directed to the Spam Quarantine.  If this is the case it is
recommended that you choose the "Deliver Via Email" option, which is the default
setting on the SpamWall system.

This setting will deliver email messages that score over the "Action Level" to a "spam"
email box on the SpamWall system that you as the administrator of your SpamWall
system will have access to via a web-based email interface at the
"http://spamwall.yourdomain.com/webmail/"  URL.

You will be able to log into the web-based email interface on your SpamWall system and
view all of the email messages that the system has "quarantined" in the "spam" mailbox.
If necessary you will be able to retrieve any legitimate email message that may have been
inadvertently directed to this mailbox and forward it on to the appropriate recipient.

Alternatively, you can specify an off-site (not on your SpamWall system) email address
anywhere on the Internet where the quarantined email can be delivered.

To do this you would replace the default "Quarantine Delivery Address" of
"spam@localhost" with your own specified email address that you would like to have the
quarantined email delivered to and update the system by clicking the "Save Changes"
button at the bottom of the screen.

The other option available with respect to the handling of email that has scored above the
set "Action Level" in the Spamfilter Config screen is "Quarantine on Server".

You would choose this option only if you are reasonably certain that no legitimate email
messages of any significance will score over the "Action Level" and be delivered by the
SpamWall system to the quarantine.
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If you choose the "Quarantine on Server" option you will have no access to the
quarantined email messages and they will be deleted by the system automatically on a
regular basis (usually every 7 days).

In general it is recommended that the default settings of "Deliver Via Email" to the
"spam@localhost" mailbox on the SpamWall system be maintained.

As detailed previously, in this default configuration all email which is detected as scoring
above the "Action Level" set in the Spamfilter Config screen will be delivered to a
"spam" mailbox on the SpamWall System.

You as the SpamWall system administrator will have access to the Spam
Quarantine via the "http://spamwall.yourdomain.com/webmail/" URL by logging in
with the username "spam" and the login password that you have been provided
with on setup of your SpamWall system.

 Virus Quarantine

The "Virus Quarantine" section of the SpamWall system control panel is used to specify
the type of quarantine which will be used for emails that are detected by the SpamWall
Virus Scanning and Filtering engine as being infected with a virus, worm or other
potentially dangerous attachment.

The SpamWall Virus Scanning and Filtering engine provides around-the-clock virus
protection with up-to-the-minute defense against the latest virus and worm threats.

The SpamWall system identifies, blocks and disinfects viruses, worms and other and
potentially dangerous attachment types before they are able to reach your mail server or
email users.

All email messages are checked against a database of over 100,000 virus definitions. If a
virus or other dangerous attachment is detected the SpamWall system will disinfect or
"defang"  (make safe) the contents of the email and deliver the message to either the
Virus Quarantine mailbox on the system or to any other offsite email address you have
specified in the Virus Quarantine section of the control panel.

The SpamWall Anti-Spam Firewall system automatically receives multiple updates of
virus definitions up to several times per hour providing up to the minute defense against
the latest virus and worm threats ensuring effective and accurate virus protection.
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There are two options available to deal with email that has been detected as being
infected with a virus, worm or other potentially dangerous attachment. These options are,
"Deliver Via Email" and "Quarantine on Server".

As the SpamWall Virus Scanning and Filtering engine is very accurate in detecting email
messages which are infected with a virus, worm or other potentially dangerous
attachment there is only a very small probability of any legitimate email being mistakenly
blocked.

You may still wish to have access to these messages in the unlikely event that a
legitimate email message may have been inadvertently detected as being infected with a
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virus, worm or other potentially dangerous attachment and therefore directed to the Virus
Quarantine.

If this is the case it is recommended that you choose the "Deliver Via Email" option,
which is the default setting on the SpamWall system.

This setting will deliver email messages that have been identified as being infected with a
virus, worm or other potentially dangerous attachment to a "virus" email box on the
SpamWall system which you will have access to via a web-based email interface at the
"http://spamwall.yourdomain.com/webmail/"  URL.

You will be able to log into the web-based email interface on your SpamWall system and
view all of the email messages that the system has "quarantined" in the "virus" mailbox.

If necessary you will be able to retrieve any legitimate email message that may have been
inadvertently directed to this mailbox and forward it on to the appropriate recipient.

Alternatively, you can specify an off-site (not on your SpamWall system) email address
anywhere on the Internet where the quarantined email can be delivered.

To do this you would replace the default "Quarantine Delivery Address" of
"virus@localhost" with your own specified email address that you would like to have the
quarantined email delivered to and update the system by clicking the "Save Changes"
button at the bottom of the screen.

The other option available with respect to the handling of email that has been detected by
the system as being infected with a virus, worm or other potentially dangerous attachment
is "Quarantine on Server".

You would choose this option only if you are reasonably confident that no legitimate
email messages of any significance will be detected as being infected with a virus, worm
or other potentially dangerous attachment and delivered by the SpamWall system to the
quarantine.

If you choose the "Quarantine on Server" option you will have no access to the
quarantined email messages and they will be deleted by the system automatically on a
regular basis (usually every 7 days).

In general it is recommended that the default settings of "Deliver via Email" to the
"virus@localhost" mailbox on the SpamWall system be maintained.

As detailed previously, in this default configuration all email which is detected as being
infected with a virus, worm or other potentially dangerous attachment will be delivered to
a "virus" mailbox on the SpamWall System.
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You as the SpamWall system administrator will have access to the Virus Quarantine
via the "http://spamwall.yourdomain.com/webmail/" URL by logging in with the
username "virus" and the login password that you have been provided with on
setup of your SpamWall system.

 Service and Support

Documentation related to the configuration and operation of the SpamWall Anti-Spam
Firewall system will be continually updated as operating system updates are carried out
and new features and services are added to the SpamWall operating systems. If you have
any questions about the configuration or operation of your SpamWall Anti-Spam
Firewall please consult the online FAQ’s or contact support for assistance.


