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SpamWall Anti-Spam Firewall - Product Overview

Eliminate 98% of Spam before it gets to your mailsr.

Everyone agrees that Spam is one of the biggebtggns on the Internet these days.
Networks, mail servers and user inboxes are benegahelmed by the ever rising flood
of Spam, Viruses, Phishing Scams and other unwaartexdl, which some estimates now
place at being between 70-90% of all email received

This constant flood of Spam not only clogs netwakd adversely impacts user inboxes, but
also drains valuable resources such as bandwidtistarage capacity and interferes with the
expedient delivery of legitimate emails.

The administration costs of dealing with the floofdSpam and other unwanted email are
estimated to be as much as $800 per mailbox per ngsailting in a total cost of billions of
dollars per year in lost productivity.

The SpamWall Anti-Spam Firewall is a hosted emaikgay appliance incorporating a
comprehensive Spam and Virus filtering solutiort #@sures all email arriving at your
mail server and network is Spam and Virus free.

The SpamWall Anti-Spam Firewall system providesraegrated Anti-Spam and Anti-
Virus solution offering complete email protectiartize "network perimeter" level, before
unwanted or potentially dangerous and costly ereaithes your network or mail server.

The SpamWall is positioned "in front" of your exigt email server and is able to
immediately start working to block and filter up38% of all Spam/UCE (“unsolicited
commercial email”) and Virus infected emails usitgydefault "out of the box" settings
alone.
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The SpamWall Anti-Spam Firewall system is ideallf®®'s, Web Hosting Providers,
Corporate networks and SME’s who are looking fotf@hthe shelf" solution and
wanting to minimize inhouse development and maemer as much as possible while
reducing the load on mail servers and networksyedsas realizing savings on
bandwidth, administrative and support costs.

Unlike other anti-spam solutions, the SpamWall Apam Firewall reduces the load
placed on your existing email server by off-loadihg task of both Spam and Virus
processing and filtering, effectively reducing tridume of Spam, Viruses and other
unwanted email reaching your email server by up8th.



While other systems have spam detection rates t§ 40 percent, the SpamWall Anti-
Spam Firewall system is able to provide high SparmA/detection rates of up to 98% or
more with very low false positive rates right “aitthe box” using only the default
setting settings.

These detection rates can be further improved éwatiiomatic self-tuning and learning
mechanisms built into the SpamWall system as veeliyaadjustments made to the Spam
Scanning and Filtering engine.

The SpamWall Anti-Spam Firewall system is compatil®@ with all mail servers and
email clients. There is no software to install, nbardware to purchase or maintain,
and no per-domain, per-user, or per-mailbox fees oother license fees to pay.

You can be up and running in a few hours and sesingimediate reduction of up to a
98% or more of Spam, Viruses and other unwanted| &miag delivered to your email
servers and email account users.

Administration of the SpamWall system is carried wia an easy to use web interface
control panel which provides access to Administraind System Setup Parameters,
System Status, System Mail Logs and Mail Queuer Usmagement, Spamfilter
Configuration and Scoring Levels, IP/Domain/Emdadklists and Whitelists, RBL
Blacklist Settings and Spam and Virus Quarantingrots.

Anti-Spam Firewall Interface
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How the SpamWall Works

The SpamWall Anti-Spam Firewall system providesraegrated Anti-Spam and Anti-
Virus solution offering complete email protectidrttze "network perimeter" level, before
unwanted or potentially dangerous and costly ereaithes your network or mail server.

The design of the SpamWall Anti-Spam Firewall systeverages open source Anti-
Spam and Anti-Virus solutions in conjunction witmamber of additional filtering and
defense layers to detect and filter out Spam aheratnwanted email messages along
with Viruses and other potentially dangerous attaehts.

Filtering and defense layers and methods emplamadde Connection Control and
Validation, IP/Domain RBL Blocking, Virus scanniiagth archive decompression,
Spam Fingerprint Checking, and a comprehensivebaged Spam Scoring System
incorporating Content Analysis (Heuristics) and &agn Analysis.

This multi-layer Spam and Virus Filtering Technoglagsults in a highly accurate Spam and
Virus detection rate without filtering legitimatmail.

This diagram provides a graphic representatioroef Bmail is processed by the
SpamWall system.
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When an email message is received by your Spamdstiém it is subjected to multiple
layers of email filtering and defense. First, tlystam runs several connection control and
validation tests to determine whether connecting sgavers are valid sources of Internet
email.

Connection Control/\VValidation

These tests include the verification of parametech as the "MAIL FROM" address as well
as the HELO/EHLO domain information. The systeno g@lsrforms reverse DNS lookups for
each message to ensure that the domain associdtedhes sender address is valid and
resolving.

RBL/Blacklist checks

RBL/Blacklist checks are then carried out to seakaflP address or domain of the connecting
sender is associated with a known Spam sender,oaierelay or other recognized source of
Spam and/or Virus laden email. The SpamWall sy$eatures local blacklisting capabilities
that allow you to specify any IP address, domaierogil address to reject connections or
email messages from.

Connections from blacklisted IP addresses, domainsmail addresses are rejected
immediately. This results in reduced load on yquauBWall system and the on the receiving
email server as well as increased capacity foetpedient processing of other email.

Anti-Virus Scanning

Email messages which make it past the Connectior@and Validation stage and which
pass all RBL/Blacklist checks are then subjecteti-¥inus scanning.

All email messages are checked against a datalbasern100,000 virus definitions. The
SpamWall Anti-Spam Firewall system automaticallyaiges multiple updates of Virus
definitions up to several times per hour providupgto the minute defense against the
latest virus and worm threats ensuring effective accurate virus protection.

If a virus or other dangerous attachment is detkeitte SpamWall system will disinfect

or "defang" the contents of the email and delihermessage to either the Virus
Quarantine mailbox on the SpamWall system or toahgr offsite email address
specified in the Virus Quarantine section of thatod panel. The SpamWall system
administrator can then decide if suspect attachsngmuld be stripped/cleaned and then
forwarded with notification to the end user reciyier deleted from the quarantine.

Whitelisting/Delivery

Email messages that make it past the Connectiotr@a@md Validation,

RBL/Blacklisting and Virus Scanning stages are tbleecked to see if they are contained
in the system Whitelist. A "whitelisted" email adds or domain is an address or domain
from which email is always accepted regardlessoof h scores with respect to Spam or
other undesirable content. If a message is assdorth an email address or domain
contained in the system Whitelist it is “passedunleand delivered immediately to the
intended recipient.



Spam Scanning and Filtering

The Spam Scanning and Filtering engine on the Spalimiti-Spam Firewall
incorporates an extensive rule-based scoring systeich determines whether a
particular e-mail message is spam or not-spam.

The SpamWall system examines the content of easlage received and assigns it a
"spam level" score according to how much a "lodks'ISpam based on a
comprehensive set of rules and algorithms deriveth fanalyzing millions of known
Spam messages.

Thousands of rules are run against every email agesis the space of a few
milliseconds. A complex algorithm optimizes theerlased scoring by using an archive
of millions of spam and non-spam messages to deterthe scores for the individual
rules. When combined, these individual scores ga@h email an overall "Spam Scoring
Level".

When a potential Spam message is detected by shensyhe message is either "tagged"
with the *SPAM** tag and forwarded on to the reigpt, or blocked from delivery.
Appending the *SPAM** tag to the subject line makie easy for end users to identify
email detected as Spam.

Depending on the “Tag” and “Action” level scoresigihhave been configured in the
SpamWall system control panel any messages scoelogv the "Tag Level 17, which is
the level at which a message is determined unliteelye Spam, will be “passed clean”
and immediately forwarded on to the end user renipi

Messages which score above the "Tag Level 2”7, wisithe level at which a message is
considered to be probable Spam, will result thesags being identified as probable
Spam by appending the "*SPAM**" tag to the "Sulijelne and changing the "X-
Spam-Status” tag from "No" to "Yes".

Messages which score above the "Action Level")ekiel at which a message is
considered to be almost definitely Spam, will reguthe SpamWall system taking the
appropriate specified action on any messages tbhat sibove this level. This action is
usually to either send the messages to the SpamaQiuee mailbox on the SpamWwall
system or otherwise forward them to any other te#ffesmail address specified in the
Spam Quarantine section of the control panel.

In it's default configuration the SpamWall systengdésigned to minimize false positives
(legitimate email messages being identified andk#d as Spam). With no additional
configuration or tuning the false positive ratéyigically at less than 0.1%, or less than
one in every 10,000 email messages processed sy sham.

In addition to Spam Scoring Level control the Sgacanning and Filtering engine on the
SpamWall system also incorporates a number of aatiortself-tuning" and "auto-
learning” mechanisms including Bayesian Analysid bearning which are able to
automatically increase accuracy and sensitivitthefsystem over time.



Altogether these layers form a smart filtering teaogy which in it's default "out of the
box" configuration is able to detect and blockawy tip to 98% of all Spam and other
unwanted email messages processed by the systésrddibction rate can be further
improved by the automatic self-tuning and learmmgchanisms built into the SpamWall
system as well as by adjustments made to the Spamrmihg and Filtering engine.

Using the SpamWall Anti-Spam Firewall

Once your SpamWall system has been set up, thecbalyges that need to be made to
your existing email related configuration are te MX record(s) associated your domain.

This will allow the SpamWall to be positioned "moht" of your existing email server so
that it will be able to immediately start workinghlock and filter up to 98% of all Spam
and Virus infected emails using it's default "olithee box" settings alone.

The term "MX record” stands for "mail exchange meltoThese records are contained in
the domain "zone file" for your domain on the DN&v&r or servers which provide DNS
service for the domain.

The MX records will only require a simple modificat in order to route all incoming
email traffic through your SpamWall system for stag and processing before being
sent on to your regular mail server. Your existimgil server then does the delivery of
the cleaned or "sanitized" email as usual.
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For specific information on how to modify an MX oed to direct email to your
SpamWall system consult the appropriate sectidgheSpamWall Operations Manual.



Initial Configuration and Setup

The first step in setting up your SpamWall Anti-8pgirewall system is to configure the
SpamWall to accept email for your domain(s) anchtladter scanning and processing it
for Spam/UCE ("unsolicited commercial email”) anduges, the SpamWall system will
forward the processed, or “sanitized”, email ogdar regular email server.

To set up your SpamWall system to accept and psoe@sil for a domain log into the
SpamWall system control panel and select "IP/DorS&itup” in the menu bar.

You will be presented with a screen that will allgau to configure the IP address and
domain name settings for the domains you wouldtiikieave the SpamWall process
email for.

The"Primary Mail Server Setting” will already be configured with a
"spamwall.yourdomain.com” type sub-domain alondhiite IP address which is
associated with your SpamWall system.

Primary Mail Server Settings

Primary Destination Mail Server (name): |l RE=I8 w=Ril=1}

Server's IP Address: 216.55.101.20
Server Port:
I Submit Changes

The "Primary Mail Server Setting" iSFAXED setting and should not be modified.

The domains that you will set up email processorgshould be configured under the
"Additional Relay Domains" heading of the "IP/Domain Setup" screen in therobn
panel.

Additional Relay Domains

Mail Server: domain.corm

Server's IP Address: | |[EAIRREINFA]
Server Port:
I Add Server

In the"Mail Server" field you should place the name of the domainuxdomain you
want the SpamWall system to process email for. Waoisld be in the "yourdomain.com”
format.



Mail Server: domain.com

The IP address of tHelestination mail server”, which is usually youexisting mail
server for a given domain should be placed in th&erver's IP Address" field in the
XXX XXX XXX XXX format.

Server's IP Address: | EaR-=RIThR=

The"Server Port" is the port number that you want the processedleémbe delivered.
This is usually your mail servers default SMTP puaitich is usuallyPort 25.

Server Port:

Once completing the "Mail Server", "Server IP Adsi'eand "Server Port" fields you
select the'Add Server" button to complete the process of adding the serve

The SpamWall system will then confirm that the reawry has been successfully set up
and the system restarted. The new receiving maiesg added along with their
associated domains, IP numbers and port numbdrappéar below.

Existing Relay Domains

Mail Server IP Address Port Action
localhost 127.0.0.1
iservice net
dormainl .com
dormai

domain3

Domains that you have set up to have email proddssdoy your SpamWall system can
be deleted by selecting "Delete" under the "Actibaading on the list of domains at the
bottom of the "IP/Domain Setup" screen. You willgxempted to confirm any deletions
by the system before a domain is finally deleted.

NOTE that the "localhost/127.0.0.1" entry that is predagured in your SpamWall
system on setup is required by the system and dimmtilbe removed otherwise this
could cause the system to malfunction. In the @hjilevent that you accidentally delete
this entry you will need to contact support to havestored.

Once you have set up your SpamWall to provide efitt@iting for your domain(s) you
then need to direct email for your domains to tharBWall system for processing.

This is done by modifying the "MX" record for a givdomain to map it to the IP
address of your SpamWall system. An MX Record ‘Mail Exchange" record tells
mail servers around the world where to send thaldarayour domain.



Setting Up MX Records

MX is an acronym for "Mail eXchange". An "MX recdrid a DNS record used to define
the host(s) that accept mail for a given domain.

The MX Record for a domain is contained in the Did&e file for the domain on the
DNS server or servers that provide service fordibwain.

In order to modify the MX record for a domain tate email for that domain to your
SpamWall system for processing the simplest mettmuald be to replace the IP address
associated with the "pop" or "mail" record, whishusually the IP address of your
existing mail server, with the IP address of yopa®@Wall system.

These records would look something like this:

domain.com. IN MX O pop
domain.com. IN MX 10 pop

pop IN A 192.168.11430

In this case, the primary and secondary MX rectodsdomain.com” are associated
with the “pop” host name (sometimes this is altéuedy called "mail”), which itself has
an “A” record set up to map it to the "192.168.1TR" IP address of the existing mail
server that accepts email for the domain.

All that you would need to do to route email to y&pamWall system for processing is
to replace the "192.168.173.100" IP address wehhaddress of your SpamWall
system.

The modified record would look something like tieddwing, with the "216.55.101.xxx"
reference being the IP address of your SpamWatiksys

domain.com. IN MX O pop
domain.com. IN MX 10 pop

pop IN A 216.55.1204&

Another option would be to set up an “A” record fspamwall.yourdomain.com” which
is mapped to the IP address of your SpamWall systahthen associate the MX records
with the “spamwall” host name. In this case the kXord entries would look like this:
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domain.com. IN MX O spamwall
domain.com. IN MX 10 spamwall

spamwall IN A 216.55.101.xxx

After making any modifications to the DNS zone fibe a domain you will need to re-
start the DNS server in order to make these chaltiges.

If you do not have access to the DNS zone fileyur domain then the technical
administrator of your domain, which would likelytregr be your ISP or web hosting
provider, should be able to modify the MX recordsyou.

If you require any advice or assistance with maddythe MX records for your domain
to route email to your SpamWall system you canacirgupport for assistance with this.

If the provider of DNS services for your domain yides you with access to a control
panel system for modification of DNS records yoll meéed to consult the
documentation associated with the service in ameetermine how to re-map the MX
record for your domain to your SpamWall system.

If your DNS service provider is unable to assiai yath the modification or re-mapping
of your MX record you should contact support foviad and assistance with this.

Note that due to distributed nature of the DNSeaysthe MX records you have modified
or set up to route email to your SpamWall systerng n@ result in all email being
directed to your SpamWall system immediately. lyrtake up to 24 hours or more for
the new MX information to propagate (be availabl@lt other DNS servers) across the
Internet so that all email for any given domainiiected to your SpamWall system.

Until propagation is fully completed some email ymur domain may be directed to your
SpamWall system and some may continue to be dddotgour regular email server
however no email will be lost or mis-directed dgrihis transition.

If you have any questions about the modificatioMdf records or re-direction of email
for your domain to your SpamWall system or if yeguire any advice or assistance with
any action related to this you should contact sugpo assistance.
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SpamWall System Control Panel Overview

Main Login/System Status

Once logged into your SpamWall system you will bespnted with the "System Status"
screen that displays statistical information relgtio the email processed by the
SpamWall system on a daily, weekly and monthly$aEhe display includes the
following:

Blocked: Spam Number of emails detected and Blocked as Spam/UCE.

Blocked: Virus Number of emails that have been detected as baing infected
and blocked or sent to the Virus Quarantine.

Blocked: RBL Number of emails that have been blocked due togheimne of
the active RBL/Blacklists.

Passed: Tagged  Number of emails which have been found to be dverTag
Level 2" value set in the Spamfilter Config and e¥hhave been
forwarded on to the recipient with the ***SPAM*tag appended
to the "Subject” line.

Passed: Clean Number of emails which have been found to be utiteiTag
Level 2" value set in the Spamfilter Config and ethhave been
forwarded on to the recipient unmodified and "pdsdean” and
therefore are unlikely to be Spam/UCE or Virus atéel.

Total Daily, Weekly and 30 Day totals of email of all gghaving been
processed by the system

System Status

Current systermn time is Thursday, May 31st 2007 - 22:49:53

Email Statistics Last 30 Days Last 7 Days
Blocked: Spam : g
Blocked: ¥irus

Blocked: RBL

Passed: Tagged

Passed: Clean

Total 404511
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The daily, or "Today" statistics, are in "real tih@nd are updated at least every 5
minutes. The weekly, or "Last 7 Days" statistias artotal of the daily statistics for the
past 7 days and the monthly or "Last 30 Days"stas$ reflect the totals of all of the
various email processing classifications procegseithe system in the past 30 days.

The System Status screen also displays the cigysteém date and time.

User Profile

The User Profile screen is where you can view dtiicklee account settings associated
with your login account on the SpamWall system.uéalassociated with the login
account such as the login password and contact adariess can be modified via this
screen.

User Profile

Yiew and Edit Account Settings.
General Settings

User ID: 1
User Mame: admin
Access Level: ADMIN

Show tooltips: [T

Color Theme: m
I Submit Changes

Change Your Password

Current Password:
Mew Password:

Repeat New Password:

I Change Password

Note that the "admin" default user password which wasiped to you along with the
setup information of your SpamWall system is a uaigassword to your SpamWall
system alone and is a secure password so it isweended that unless absolutely
necessary you do not change this password.
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Another reason for this would be that if you requechnical support or other assistance
with your SpamWall system our support people magdrte log in to your system via the
control panel. If you have changed the defaultseassword they may either have to
request the new password from you or otherwisetéhe password to the default
password in order to gain access to the systenmotode any required assistance.

Administration

The "Administration” screen allows setting of systéme zone this being "GMT",
"EST", "CET" etc.

Administration

Modify/Set system parameters

System Time Zone
The current time zone is set to GMT .

Current system time is Thursday, May 31st 2007 - 22:54:25

ESTEEDT
CSTECDT
METIMOT
FSTEFDT
EST

There are many different times zones to choose fromever we recommend that the
default system time zone of GMT be maintained wnthsre is some reason why you
need to have an alternative system time zone \&#ue

The time zone set on the system will be reflectethe email log files and in the email
header timestamps of the messages processed bystieen.

IP/Domain Setup

As detailed in the Initial Setup & Configurationc®en, the "IP/Domain Setup" screen is
where you can add, delete or modify the domainsviach email handling and
processing will be done by the SpamWall system.
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To set up your SpamWall system to accept and psoe@sil for a domain log into the
SpamWall system control panel and select "IP/DorS&itup” in the menu bar.

You will be presented with a screen that will allgau to configure the IP address and
domain name settings for the domains you wouldtiikieave the SpamWall process
email for.

The"Primary Mail Server Setting” will already be configured with a
"spamwall.yourdomain.com” type sub-domain alondhiite IP address which is
associated with your SpamWall system.

Primary Mail Server Settings

Primary Destination Mail Server (name): ||EElGREClREELETLNG S

Server's IP Address: 216.55.101.20

Server Port:
I Submit Changes

The "Primary Mail Server Setting" iSFAXED setting and should not be modified.

The domains for which you will set up processingdioould be configured under the
"Additional Relay Domains" heading of the "IP/Domain Setup" screen in therobn
panel.

Additional Relay Domains

Mail Server: domain.corm

Server's IP Address: | |[EAIRREINFA]
Server Port:
I Add Server

In the"Mail Server" field you should place the name of the domainudomain you
want the SpamWall system to process email for. Waisld be in the "yourdomain.com”
format.

Mail Server: domain.com

The IP address of the "destination mail server, which is usually your existing malil
server for a given domain, should be placed if'8erver's IP Address" field in the
"XXX. XXX XXX XXX format.
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Server's IP Address: | EARRTRTRS!

The"Server Port" is the port number that you want the processedleémbe delivered.
This is usually your mail servers default SMTP puaiich is usuallyPort 25.

Server Port:

After completing the "Mail Server”, "Server IP Aéds" and "Server Port" fields you
select the'Add Server" button to complete the process of adding the serve

The SpamWall system will then confirm that the remry has been successfully set up
and the system restarted. The new receiving maiesg added along with their
associated domains, IP numbers and port numbdrappéar below.

Existing Relay Domains

Mail Server IP Address Port Action
05 27.0.0.1 z
vlce, net

domainl.com

daornai

domain3.com

Domains that you have set up to have email proddssen your SpamWall system can
be deleted by selecting "Delete" under the "Actibaading on the list of domains at the
bottom of the "IP/Domain Setup" screen. You willgrempted to confirm any deletions
by the system before a domain is finally deleted.

NOTE that the "localhost/127.0.0.1" entry that is poedegured in your SpamWall
system on setup is required by the system and dimmilbe removed otherwise this
could cause the system to malfunction. In the @hjilevent that you accidentally delete
this entry you will need to contact support to havestored.

Once you have set up your SpamWall to provide efift@iting for your domain(s) you
then need to direct email for your domains to thar8Wall system for processing.

This is done by modifying the "MX" record for a givdomain to map it to the IP
address of your SpamWall system. An MX Record ‘Mail Exchange" record tells
mail servers around the world where to send thaldarayour domain.

The MX Record for a domain is contained in the Did&e file for the domain on the
DNS server or servers that provide service fordibvain.

In order to modify the MX record for a domain tate email for that domain to your
SpamWall system for processing the simplest methmald be to replace the IP address
associated with the "pop" or "mail" record, whishusually the IP address of your
existing mail server, with the IP address of yopa®@Wall system.
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These records would look something like this:

domain.com. IN MX O pop
domain.com. IN MX 10 pop

pop IN A 192.168.1710

In this case, the primary and secondary MX rectod$domain.com” are associated
with the “pop” host name (sometimes this is altéuedy called "mail”), which itself has
an “A” record set up to map it to the "192.168.11®" IP address of the existing mail
server that accepts email for the domain.

All that you would need to do to route email to y@pamWall system for processing is
to replace the "192.168.173.100" IP address withhaddress of your SpamWall
system.

The modified record would look something like tleddwing, with the "216.55.101.xxx"
reference being the IP address of your SpamWatkesys

domain.com. IN MX O pop
domain.com. IN MX 10 pop

pop IN A  216.55.10K

Another option would be to set up an “A” record fspamwall.yourdomain.com” which
is mapped to the IP address of your SpamWall systahthen associate the MX records
with the “spamwall” host name. In this case the kXord entries would look like this:

domain.com. IN MX O spamwall
domain.com. IN MX 10 spamwall
spamwall IN A 216.55.101.xxx

After making any modifications to the DNS zone fibe a domain you will need to re-
start the DNS server in order to make these chaltiges.

If you do not have access to the DNS zone fileyurr domain then the technical
administrator of your domain, which would likelytregr be your ISP or web hosting
provider, should be able to modify the MX recordsyou.

If you require any advice or assistance with maddythe MX records for your domain
to route email to your SpamWall system you canacirgupport for assistance with this.
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If the provider of DNS services for your domain yidtes you with access to a control
panel system for modification of DNS records yoll meéed to consult the
documentation associated with the service in améeetermine how to re-map the MX
record for your domain to your SpamWall system.

If your DNS service provider is unable to assigai yath the modification or re-mapping
of your MX record you should contact support foviad and assistance with this.

Note that due to distributed nature of the DNSeaysthe MX records you have modified
or set up to route email to your SpamWall systerg n@ result in all email being
directed to your SpamWall system immediately. lyrtake up to 24 hours or more for
the new MX information to propagate (be availabl@lt other DNS servers) across the
Internet so that all email for any given domainliiected to your SpamWall system.

Until propagation is fully completed some email your domain may be directed to your
SpamWall system and some may continue to be dddotgour regular email server
however no email will be lost or mis-directed dgrihis transition.

If you have any questions about the modificatioMdf records or re-direction of email
for your domain to your SpamWall system or if yeguire any advice or assistance with
any action related to this you should contact sugpo assistance.
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System Mail Log Viewer

TheMail Log Viewer is an easy to use interface that you can use totaremail traffic
processed by your SpamWall system. To access tild_bMaViewer System select the
"View System Mail Logs" link in the menu bar and then click on either't6&ICK

HERE TO OPEN MAIL LOG VIEWER" link or the mail log viewer screen image.

View System Mail Logs

- Mail Log Viewer System

CEe M=l
Lieeg mevirkes Bros O3,/0 1 £P007 10 050753007

ik ] ] f o ] ot ] abaed 5 ) ot e b fara) e aifabad ju

T oesEsssad]

This will open theSystem Mail Log File Viewerscreen. When accessed the mail log
viewer will initially display the mail logs relatgto email activity on your SpamWall
system up to midnight (system time) on the previbass
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System Mail Log File Viewer

Select and view system log files

| RETLUIRM TO AN INTERFALCE |
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Log files are stored on your SpamWall system fotap0 days so you can use the
"Display Logs" function at the top of the mail log viewer screerselect the date range
that you would like to have logs displayed for.

Select and view system log files

[ RETURM TO MAIN INTERFACE ]

Display Logs | frarn |05/21/2007 T ¢ Josso1/2007 el
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There will usually be multiple pages of log files finy given day, as many as up to
several hundred pages or more if there is sigmfieanail activity happening on your
SpamWall system. You can scroll through these pageg the numbered buttons at the
top of the Mail Log Viewer screen or otherwise tlsg"Jump to Page" option for
navigation.

(2] [31[41[51[6] (71 (8] (2] (100 [11] [12] [13] [14][15][16] [17][18] [189]([20] »

I Jurmp to Page |

The "Search" feature allows you to search the atigrgenerated log file entries in terms
of "From", "To", "Subject", "Action", "Score" andP" values. You can search for emalil
activity records based on any of these terms bgiqdethe term you are looking for in the
search box and selecting the appropriate "Fromd;',"TSubject”, "Action", "Score" and
"IP" from which you expect to have results dispthye

To search for email from a given address for exampl would place the exact address
you are looking for in the search field. If you amgcertain of the exact email address,
subject, etc you can use theild card” feature to search on the basis of partial term.

Search “From =] [#@example.cam

The"wild card" character used in the Mail Log Viewer system is ti ™ character.

For example if you wanted to search for all of ¢éneail from all of the addresses at the
domain "example.com” you can use the search ter@é%ample.com” and this will
return results of all of the email from any andaaltiress at the "example.com" address.

Another example is that if you were searching foeaail from a friend and your friend
usually places something like "From Bob" in thejeabline, but sometimes uses "Hi,
from Bob" instead so you can't really be sure efdkact subject line. In these sorts of
cases you can use the "%Bob%" wild card searchtesearch all of the subject lines
and display records of any and all email messadmshveontain the term "Bob" in the
"Subject"” line.

The "wild card" search is very flexible and powédnd can be used to quickly and
easily locate the record relating to any emaihagtiprocessed by your SpamWall
system.

If you wish to view log file records of email prased by your SpamWall system after
the previous midnight system time up until the prédsnoment you can use tHeN
DEMAND SCANNER" to generate and display logs relating to more reaetivity on
your SpamWall system.

The on-demand log output can then be sorted apthgiesd in a number of time formats

including "Last 24 hours", "Last 12 hours", "Lash@urs”, "Last 60 minutes”, "Last 30
minutes”, "Last 5 minutes" and "Last 60 seconds.
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To start the On Demand Scarclick on the’'ON-DEMAND SCANNER" link at the
top of the Mail Log Viewer system screen.

[ ON-DEMAMND SCAMMNER ]

Depending on the amount of email activity on yopa®Wall system since the previous
midnight system time it may take up 60 seconds arenfor the current log files to be
processed and displayed by the system.

Once the processing has completed you will be ptedewith a display of the system log
files starting at the previous midnight system tame continuing up to the exact moment
which you started the on demand scan by seledtieN-DEMAND SCANNER"

link.

You will then be able to either use the numberedgadion bar to navigate through the
displayed log file records or the "Jump to Pagdfampto jump to a given page number.
Otherwise you can use the "Display Logs" functibtha top of the screen to display the
logs for a given time period from the previous nigi up to the moment you initiated
the on demand scan.

Once you have finished reviewing the output gemelraly the On Demand Scanner it
recommended that you select tli®ND ON DEMAND SCAN" link to end the On
Demand Scan and clear up the on-demand scan datdlhes will re-set the On Demand
Scanner and allow you to perform further up torttenent on-demand scans of the
system log files if desired.

[ EMD OM-DEMAND SCAM ]

The Mail Log Viewer system displays the "To", "Seddj', "Action”, "Score" and "IP"
records of email activity on your SpamWall systemdny given date range selected.

Date From To Subject Action Score Source IP

2007-06-1 00:00:12  fish@iservice. net SPAM BOK Blocked SPAM 19,865 24,57.170.73

2007-06-1 00:00:19  fgingold@soundstation, co.uk posey@iservice. net Blacklisted MiA 200,428,134, 216

The "Date" field indicates the exact date and system time whidkiengemail was
processed by your SpamWall system.

The "To" field indicates what email address the various messagesdelivered to.

The "Subject” line is the subject of the message, of which the 1520 characters is
displayed by the Mail Log Viewer system.

The "Action" field specifies what action was taken by your SpamWaliesn with

regards to a given message depending on how yam@fall system has been set up to
process Spam/UCE and Virus laden emails etc.
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The "Action" field will usually contain a specifreason why a particular action was
taken with respect to the processing of a givenilemessage.

For example, if the “action” associated with a jgaitr email is "Sent" this would
indicate that the message was processed by youn\8pd system and was not rejected
due to RBL/Blacklisting or Connection Control isswnd also that it was under the
current "Action” level set in theSpamfilter Config" screen.

As a result, this message would not have eithen bexxked entirely or otherwise sent to
the Spam Quarantine. The message may have beegeé@ags "Spam" and delivered to
the recipient if it scored over the “Tag Level Zt®n your SpamWall system. This will
usually be indicated in the "Subject” field withett¥**SPAM**" subject line.

Otherwise, if under the current “Tag Level 2” satymur SpamWall system, the message
would likely have been "passed clean" and forwametb the end user recipient. This
would indicate that it was processed by your Spath®yatem and determined to be
under the current criteria for Spam/UCE and alse sf any Virus or other harmful
attachments so it was delivered on to the endresgrient as being most likely a
legitimate email message.

Other "Action" attributes which can be associatétth wmail are "Blocked SPAM",
which means that a given message was above thentuAction” or "kill" level set on
your SpamWall system and therefore was sent t&éQlarantine” mailbox on your
SpamWall. This will also usually be indicated i tiTo" field with the message
recorded as being sent to the "SPAM BOX".

One "Action" attribute you will likely see asso@dtwith a considerable number of mail
log records is the "Blacklisted" attribute. Thisane that the message was blocked
entirely by your SpamWall as a result of eitherifpe@ddress, domain or email address
that was associated with the message being listede of the RBL/Blacklists activated
in the "RBL/Blacklist Settings" screen of the Spaalli/¢ontrol panel.

------
PP PP

Otherwise, the IP Address, Domain or Email Addeessociated with the blacklisted
message may have been in one of your local IP Adddomain, or email address
blacklists as configured in either the "IP/Domaiadklists" or "Email Address
Blacklists" screens in your SpamWall control panel.

In the case of "Blacklisted" messages there wilhbéSubject"” line recorded and the
"Score" will be listed as "N/A" as the message emtion is dropped entirely by the
SpamWall system before any processing occurs.

The "Score" field indicates what "Spam Score" a&gimessage was allocated by your
SpamWall system during processing. This "score"ld/be a reflection of the "Spam
Score" associated with a given email message peddsy the system as detailed in the
Spamfilter Config section of the documentation.

The "IP address" field indicates the IP addregb®itonnecting mail server from which a

given message was either received or blocked fiogbmntained in either one of the
RBL/Blacklists or one of your own local blacklists.

23



If you notice a significant number of unwanted dsbeing received from a particular IP
address which you would prefer not to receive ahitlvfor some reason are not already
being blocked by your SpamWall system, you cand#etm obtain the IP address from
the Mail Log Viewer system screen and configutia gour own local blacklist. This
would be done via thdP/Domain Blacklists" screen on the SpamWall control panel.

In order to log out of the Mail Log Viewer systemdareturn to the main interface click
on the RETURN TO MAIN INTERFACE " link.

Mail Queue Manager

The"View System Mail Queue” option on the control panel will allow you to asse

the Mail Queue Management System. The Mail Queueader allows you to view and
manage the emails which have been "queued” on§pamWall system. This means

that they are either waiting to be processed ay@el on the system for some reason,
usually because the receiving server is not abtedeive the message due to technical or
other reasons.

View System Mail Queue

dccess Mail Queue Management System

System Mail Quecuc Manager

Search and view quaued amail

RETLAR T MAIN INTEAFACE ] [ RELOSD Ml QSul CIHLAT |

]
am Lt ELT BB TR )

fram | ml EFFTT- SO0 S

Search Copard Mann s Clasr Search Ogtiars |

T e
BO1IAZNF] Actrye  ck@Prutaba-ag.com E 11432 %D I907-005-24 L8201
ATIZCHAARD  Achwe  Hewredfidabé-so om 10.78Y &8 307024 13:52:01
CCALATEEDE Aebwa  dwadBhdshain ” THAAT &R PRI 1 R An
FIMEDTEAET  Msks  wistary @btk ap P S 10407 w3207 DE.31 18EN80
SOAHCE/TIE | ACIVE  EOTITULAS &-EP COIT LUPEE RO SRS LRBEI00
TINITIHIDC  Bckve  couldtiPhibaba-ip.com 10520 KB INT-05:24 135190

Once connected to thdail Queue Management Systenyou will be presented with a
list of all of the email messages (if any) whick aurrently in the mail queue on your
SpamWall system.
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System Mail Queue Manager

Search and view queued email

T MAIN ENTERFACE ][ RELOSD MAIL &
Quene 10 T
Activity: Any =
Sender |
Rechpient: |
Ervar: |
kel trom| w0 zaes.ey
Bake: fram | ta | TS DA b BB

Seanch Gutusd MEssages | Clesr Sesrch Opbons

Total merssges o gusuni §, total size 29,925 KB
Displyy ed messages: §, pae I9. 935 ER

[ RELOAD MAJ

Delete  Quaee 1D Adtisidy Seatler Recipient Sipe Date
FIS4442621 CErar  greesdesscratediPbics com bomsrearyicn mat &5 BB 2007-06-01 314954
EFFZ143420 Ermar  Thee@ammebgelpes o Faldempnieraryvice rat 17 05% KB 2007-06-00 27 =550

r
-
[ SF?F4I61E Emer balroomedsormmdioniureasm fu bomdenfinervess mat B4 B JO0T-04-01 FirdEal
r
r

PR I4E1C  Erar  hairara_bikihg el s Wediin@idrdn nel 1.000 BB 2007-06-01 21:48:20
GPSEZAZELT  Ervor  fga@washington.oo e drumemand@asroos.ngt 1808 KB 2007-06-00 2148118
Delete  Quese [0 Actisitiy Semiler Recipient Shre Date

[ Select ol maszages | Uraslert selected mestag | Invart selachon ]

[ralete ielncted moaiiaged |

Top 10 Messages in Mail Queue

BEnders BEcipients Sender domaing  Recapient damaing
1 paltrgomd Setomml SorrBunegdm m 1 e e BiLa ot s 1 @arsrmh pppn A0 5 Bidrnis Nt
1 {galwasFengton o 1 drummond@meryos net § Sw abPareginn oo 8
1 Thisg amimaeh jeipssn. Fo 1 feldman@pervicengt 1 $boo_com
1 hewrera_bk@hgiol.cz 1 bowden@earvice et 1 Sunioosm.u
1 gvesdessoratecibos.oom I bowerBetarvion.rot B @hgaolaz

If there are currently no messages in the quéldad queue is empty” message will be
displayed instead. The Mail Queue Manager allowstgoview details of any queued

messages on your SpamWall system. In additiomgufare looking for a specific

message and there are a number of messages inghe gou can use the search feature
on the Mail Queue Manager to search the mail qusugy various search criteria. These
criteria include "Queue ID", "Activity" (Any/ErroHold/Active), "Sender", "Recipient”,

"Error", "Size" or "Date".
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Queue ID: |—‘

Activity: Any b

Sender: I

Recipient: I

Error: |

Size: from l ta I (2.5 KB, 7M ...]

Date: from | to I e =-MM-DD HH:MM:55)
Search Queued Messages | Clear Search Options |

At the bottom of the Mail Queue Manager screernTiop 10" messages in terms of

"Senders", "Recipients"”, "Sender domains" and "Rlent domains" will also be
displayed.

Any mail currently in the queue on your SpamWa#teyn will be displayed in the Mail
Queue Manager screen in the order which it wasweden the system with the most
recently queued email messages being displayex aiftthe screen.

There are various management options availabla@iviail Queue Manager which
allow you to sort the message records in termQQuoieue D", "Activity", "Sender",
"Recipient", "Error", "Size" or "Date" by clickingn the appropriate heading in the menu

bar of the mail queue display.

You can also view the actual contents of any messsagthe mail queue by clicking on
the "Queue ID" of the associated message, whidrcatise the Mail Queue Manager to
open up another browser window and display theesdstof the message you have
selected.

Note that depending on how many messages are mdi@ueue it may take up to 30-
60 seconds for the Mail Queue Manager to searcmtikqueue and open up the
selected message for display.

Note also that it may be necessary to disable pagup blocker" option you may have
set on your web browser or installed on your P@rder to use this feature.

If a "Cannot get message contents" message is/egbaihen attempting to view an
email message in the queue this means that thé enggiestion was either delivered or
deleted by the administrator and is no longer engheue.

You can also use the Mail Queue Manager to delgtaiawanted email from the mail
gueue by selecting the check box next to the eg)aitfu wish to delete and then clicking
on the"Delete selected messagediutton at the bottom of the Mail Queue Manager
screen.
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Note that for technical reasons the number of messalglesto be deleted at any one time
is set to 64. If you need to delete more thandheny one time you will need to use the
deletion option in the Mail Queue Manager sevena¢s$ until all of the desired emails
have been deleted.

While logged into the Mail Queue Manager if at @inye you wish to see an updated list
of messages currently in the mail queue you casctle "RELOAD MAIL QUEUE
DISPLAY" button to reload the current mail queue infornratio

In order to log out of the Mail Queue Manager agtim to the main interface click on
the 'RETURN TO MAIN INTERFACE" link.

User Management

The"User Management" screen on the SpamWall system control panel aliawsto
manage any other user accounts you may decidedttoadccess to the system in
addition to the main "admin" user account.

User Management

Add, modify and delete system users.
Add User

Access Level:
User Mame:
Password:
Repeat Password:

Full Mame:

Contact Email:

<

Show tooltips:

Color Theme: default

!

Language: default =
I Add User

Mext page:

There are two levels of access to the system, theisg "ADMIN" and "USER" access.
An "admin" user account will have access to athef same features and capabilities that
the main administrative ("admin™) user of the Spaafl\Wystem has. The "user" access
accounts will have login access to the system blytlomited access to the various
features and capabilities available on the system.
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In order to view and/or modify any additional uaecounts you may have added to the
system you can use thidext page/User List" link at the bottom of the User
Management screen to access the current systertisiser

User Management

Yiew, modify and delete system users,
User List

Results 1 - 1 of 1

uID ACCess Username Full Email Last Login
Name

i ADMIN Admin 05 Jun 2007, 0&:2¢
GMT

Previous page:

When presented with théser List screen you will need to either enter a user name t
search for or otherwise if you wish to list all ®® users leave tH&earch” box blank
and click on the "Search" button to output a lisalbsystem users.

Any system user can then be selected from tharnidtthe'View and Modify User
Settings" screen will be displayed allowing you to modify iears information
associated with the user account selected.

User Management

Modify and delete a user.
View and Modify User Settings

Access Level:
User Mame:
Password:
Repeat Password:

Full Name: Adrmin

Contact Email: admin@iservice.net

Show tooltips:
Color Theme:

Language:

hodity User
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Unless you have the need for more than one admwatostto have access to your
SpamWall system it is recommended for maximum gafet security that only the one
"admin" user account be maintained on the system.

System Status

The"System Status” link and screen provides a similar statisticalraiev of all emails
processed by the SpamWall system and their clea8dn as the main login screen.

The display includes the following:

Blocked: Spam

Blocked: Virus

Blocked: RBL

Passed: Tagged

Passed: Clean

Total

Number of emails detected and Blocked as Spam/UCE.

Number of emails that have been detected as baing infected
and blocked or sent to the Virus Quarantine.

Number of emails that have been blocked due togheimne of
the active RBL/Blacklists.

Number of emails which have been found to be dver'Tag
Level 2" value set in the Spamfilter Config and e¥hhave been
forwarded on to the recipient with the ***SPAM*tag appended
to the "Subject” line.

Number of emails which have been found to be utiteiTag
Level 2" value set in the Spamfilter Config and ethhave been
forwarded on to the recipient unmodified and "pdsdean” and
therefore are unlikely to be Spam/UCE or Virus atéel.

Daily, Weekly and 30 Day totals of email of all gghaving been
processed by the system

System Status

Current systemn time is Thursday, May 31st 2007 - 22:49:53

Email Statistics

Blocked: Spam
Blocked: ¥irus
Blocked: RBL

Passed: Tagged

Passed: Clean
Total

Last 30 Days Last 7 Days

404511
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The daily, or "Today" statistics, are in "real tihand are updated at least every 5
minutes. The weekly, or "Last 7 Days" statistias artotal of the daily statistics for the
past 7 days and the monthly or "Last 30 Days"sttas reflect the totals of all of the
various email processing classifications procegseithe system in the past 30 days.

The System Status screen also displays the cigysteém date and time.

Spamfilter Config

The SpamWall Anti-Spam Firewall system utilizesuaniber of different methods and
layers to detect and filter out Spam/UCE and otimevanted email messages. This multi-
layer Spam Filtering Technology results in a hightgurate spam detection rate with
only a very small number of "false positives" (legate email being detected as
Spam/UCE).

When an email message is received by your Spamdjstiém it is subjected to several
layers of email filtering and defense, these inel&pam Fingerprint Checking, and a
comprehensive rule-based Spam Scoring System io@iipg Content Analysis
(Heuristics) and Bayesian Analysis.

An extensive rule-based scoring system determirether a particular email message is
spam or not-spam. Thousands of rules are run agaiasy email in the space of a few
milliseconds.

A complex algorithm optimizes the rule-based sapby using an archive of millions of
spam and non-spam messages to determine the $moties individual rules. When
combined, these individual scores give each emailverall "Spam Scoring Level".

Altogether these layers form a smart filtering tealogy which in it's default "out of the
box" configuration is able to detect and blockay tp to 98% of all Spam/UCE and
other unwanted email messages processed by thersyEhis detection rate can be
further increased as the system is utilized terfitnd manage your email.

The Spam Scanning & Filtering engine on the Sparh¥yatem also incorporates a
number of automatic "self-tuning" and "auto-leagiimechanisms including Bayesian
Analysis and Learning which are able to automdiidacrease accuracy and sensitivity
of the system over time.

It is also possible to increase the percentaggaffBUCE detected and either blocked,

guarantined or tagged by modifying the "Spam Steseels" in the Spamfilter Config
screen of the SpamWall control panel.

30



Spam Scoring Levels

The configuration and management of the Spam Segré&fFiltering engine is carried
out via the'Spamfilter Config" screen under the "Spam Control" section of the
SpamWall system control panel.

Spamfilter Config

Yiew and set spam filtering and tagging options,
Spam Scanning Activation
Spam Scanning: S Enabled #® Disabled

Spam Scoring Levels

Tag Level 1:

Tag Level 2: when to add "X-Spam-Flag: YES" and edit the subject fine

Aetionillevel when to take immeditate action, specified below

_ when to add "X-Spam-Status" and "X-Spam-Level” headers

Action: W Block @ Quarantine # No Action
Spam Tag Configuration

Remove Pre-Existing ®X-Spam Headers: @ ves @ No
Bayesian Learning

Enable Bayesian Analysis: @ Enabled ® Disabled

Enable Automatic Bayesian Learning: & Enabled ® Disabled
I Save Changes

Spam/UCE scanning is enabled by default on youn®all system and a number of
default"Spam Scoring Levels" have been pre-configured to reflect a basic optimu
setting which will detect and filter up to 98% dof &pam/UCE and other unwanted
email.

The Spam Scanning & Filtering engine on the Sparh¥yatem examines the content of
each message received and assigns it a "spam &gl according to how much a
"looks like" Spam/UCE based on a comprehensivefsetles and algorithms derived
from analyzing millions of known Spam/UCE messages.
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When a potential Spam/UCE message is detectedebgysiem depending on the "Spam
Scoring Levels" set in the Spamfilter Config screéthe SpamWall control panel the
message is either "passed clean" as non-spamgttaggth the **SPAM** tag and
forwarded on to the recipient, or blocked from dedy to end users.

Emails that are blocked by the system are deliveyéde Spam Quarantine, which you
as the administrator of your SpamWall system valdr access to via a web-based email
interface at the "http://spamwall.yourdomain.contimeail/* URL. Alternatively, these
guarantined messages can be forwarded to an arodtbiée (not on the SpamWall
system) email account that you may specify in than$ Quarantine screen of the
SpamWall system control panel.

Appending the **SPAM** tag to the subject line maki¢ easy for end users to identify
email detected as Spam/UCE.

Spam Tag Configuration

Subject Prefix: Il

Messages detected as likely Spam/UCE and forwayded the end user recipient can be
further acted on by the end users email clientctvioin detecting the *SPAM** type tag
or keyword in either the subject line or the "X-8p&tatus" type tag in the message
header of an email message can be set up to @-these "tagged" or "flagged” email
messages to an alternative "spam" mailbox or "jdakder.

Microsoft Exchange, MS Outlook and most other erd@ints have this capability. This
"spam" or "junk” folder or mailbox can then be cked at the discretion of the end user
recipient for possible legitimate emails or an etpd message that may have been
incorrectly identified as Spam/UCE.

You may notice that the "full headers" of email ssges you receive which have been
processed by your SpamWall system include headgsraf"X-Spam-Status”, "X-Spam-
Level" and "X-Spam-Flag".

These email headers are usually not visible unlesause the "show full headers" option
in your email program. When the SpamWall systemtifies an email as Spam/UCE it
marks and identifies the message as such by appetadjs to the message header,
"Subject” line, or both.

Unless something has been set up on the receiuiag server or email client end these
headers do not have any effect on anything. How#aar can be used as detailed
previously to detect and divert any messages "tgae Spam/UCE to a "spam” or
"junk” folder or mailbox at the discretion of theceuser recipient.
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Here are some example "headers" from a Spam message

From: "Margaret Knox" <fairplayah@imagine.ie>

To: "noc" <noc@isecure.net>

Subject: *SPAM**As everyone maunabo

Date: Sat, 26 May 2007 12:47:50 +0100

MIME-Version: 1.0

Content-Type: multipart/alternative;

boundary="----=_NextPart_000_0018 01C79F94.119593A0

X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2462.3000

X-MimeOLE: Produced By Microsoft MimeOLE V6.00.246R00
X-SPAM-VIRUS-Scanned: Anti-Spam Firewall Ver 1.3spamwall.isecure.net
X-Spam-Status: Yes, hits=13.803 tagged_above=2rastjtb tests=BAYES_ 99,
DCC_CHECK, DNS_FROM_RFC_POST, HELO_DYNAMIC_DHCP,
HTML_MESSAGE, RCVD_IN_BL_SPAMCOP_NET, TVD_FUZZY_SYBOL,
UPPERCASE_25 50

X_ S p am- Leve | *kkkkkkkkkhkkk

X-Spam-Flag: YES

As you can see, this particular message has beected and marked as "**SPAM**"
and the "X-Spam-Status”, "X-Spam-Level" and "X-Splag" tags have been added to
the email headers along with their related valuesassociated processing and scoring
information.

The "X-Spam-Status" tag indicates whether an ehaglbeen detected as Spam/UCE
based on the current "Spam Scoring Levels" sdtarSpamfilter Config screen of the
SpamWall system.

The "X-Spam-Status" tag of this example email iatBs that this message was detected
as Spam/UCE ("Yes") and that the Spam Scoring L@gkelnumber of "hits") was
"13.803".

The "X-Spam-Status" tag also indicates at what SSaaring Level the "X-Spam-
Status" and "X-Spam-Level" headers are set to dedatb this email message, this being
"2", and also the Spam Scoring Level "requiredddd the "**SPAM**" tag to the
"Subject” line of the message, this being "5".

There is also an "X-Spam-Level" tag containing ebar of "star" characters, the higher
the number of stars indicating the greater proiiglmf a message being Spam/UCE.

This particular message received a Spam Level SdtE8.803" as a result of the
various checks and tests which were performed embssage by the system. Some of
these are detailed in the "X-Spam-Status” tag timese being BAYES 99,
DCC_CHECK, DNS_FROM_RFC_POST, HELO_DYNAMIC DHCP,
HTML_MESSAGE, RCVD_IN_BL_SPAMCOP_NET, TVD_FUZZY_SYBOL,
UPPERCASE_25_50.
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These would only be a few of the many thousangsoesible tests, checks and filters run
against messages processed by the Spam Scannikgtanidg engine on the SpamWall
system.

As this example email message received a "SpanmeSobunder 15, which was below
the "Action Level" set on the SpamWall system fhraicessed the message, it would
have been delivered on to the end user recipignniuked with the "*SPAM**" tag
for easy identification.

Tuning your SpamWall System

The SpamWall system in it's default configuratiathvit's multi-layer Spam Filtering
Technology and default set of Spam Scoring Lewe#hie to detect and block or filter up
to 98% of all Spam/UCE received by the system.

The Spam Scanning & Filtering engine on the Sparh¥yatem also incorporates a
number of "self-tuning” and "auto-learning” mectsmns including Bayesian Analysis
and Learning, which are able to automatically inseeaccuracy and sensitivity of the
system over time.

It is also possible to increase the percentageafBUCE detected and either blocked,
guarantined or tagged by modifying the "Spam Stesels"” in the Spamfilter Config
screen of the SpamWall control panel.

Once you have been administering your SpamWaleays$or a while and have a good
overview of which emails are processed, taggedgaiadlantined by the system you will
be able to determine the optimum Spam Scoring Isefeelyour particular application.

By "tuning” the system over time you will be abdegchieve the optimum level of
Spam/UCE detection and management for your paati@rhail user base and the
specific type and content of email messages reddiyeyour users.

Spam Scoring Tag Levels

The default "Tag Level 1" refers to the minimum 8p&core of an email message before
it is tagged or "flagged" as being possible SpantZUKlessages scoring over this level
will cause the system to the add "X-Spam-Statud"aSpam-Level" headers to the
email so that they can be identified on the reaipénd if necessary as being spam or
not-spam and at what Spam Score Level the messagacen assessed at.
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Spam Scoring Levels

Tag Level 1: when to add “X-Spam-Status" and "X-Spam-Level™ beaders

Tag Level 2: m when o add “X-Spam-Flag: YES" and edit the subject line

Action Level:

m when ko fake immeditate action, specified balow

The default "Tag Level 2" will mark a message aaJCE by appending the
"*SPAM**" tag to the message "Subject" line whdrstores 5 points or more. The "X-
Spam-Status” tag is also changed from "No" to "Yaghis level.

The default "Action Level" is set at "15". This Wilause the SpamWall system to take
the appropriate specified action on any messagestiore above this level. This action
is usually to either send the message to the Spaana@tine mailbox on the SpamWwall
system or alternatively forward them on to an ¢éfsnailbox (not on the SpamWall
system) which you may have specified in the "Spamar@ntine” screen of the SpamWall
control panel.

Reducing these Spam Scoring default levels wikdethore Spam/UCE, but it may also
potentially increase the number of "false positiydss being legitimate email being
blocked, quarantined or tagged as Spam. In ifautteconfiguration the SpamWwall
system is designed to minimize false positiveshwiid additional configuration or
tuning the false positive rate is typically at I&ésan 0.1%, or less than one in every
10,000 email messages processed by the system.

In addition to its low false positive rates, thea8pWall system can be configured with a
Spam Scoring "Action Level" which is high enoughttthat even messages which are
likely to be Spam/UCE are not blocked or quaramtibet rather marked with the
"=*SPAM**" tag and "X-Spam-Status" and "X-Spam-LdV&eaders and forwarded on
to the intended recipient.

Once received these tagged messages can thenbsthkecked visually to see if there
are any legitimate messages or otherwise the aseset up their email client to detect
and divert any tagged messages to a "spam" or™'jimhtker or mailbox.

In general, the Spam Scoring "Action Level”, whislset at "15" by default, should be
kept reasonably high until you become familiar vatiministering your SpamWall
system as if this value is set too low this mayease the possibility of a legitimate email
message being sent to the Spam Quarantine, in whsdyou may have to retrieve it at
the request of a user or otherwise check the Spaana@tine mailbox more carefully or
more regularly to ensure that there are no legteneanails of any significance contained
there.

The default Spam Scoring values set on the Spamdi/stiém are quite conservative so
as to minimize the chance of any legitimate entaisg blocked or directed to the Spam
Quarantine. It is recommend that these levels bataiaed until you become familiar
with the operation of your SpamWall and the typd aontent of the email messages
being processed by the system and are able tandatethe optimum levels for your
particular application and email user base.
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You can expect that over time you will adjust thds&ault levels downwards to an
optimum level where a high level of Spam/UCE detecand blocking is achieved with
very little chance of any legitimate email messdggag blocked or quarantined.

A general example of the optimum Spam Scoring Lefa@ a SpamWall system in a
"production” environment would be as follows:

Tag Level 1: 2to 3
Tag Level 2: 35t05
Action Level: 6to 10

When setting the Spam Scoring Level values, the l@vthis number the more
sensitive the filter becomes.

The type and content of email messages is widaighi@ however in general a Spam
Score Level threshold of 3.0 to 3.5 should increbseamount of Spam/UCE detected
significantly but in most cases is unlikely to puoé a significant increase in the number
of false positives.

If you and your end users are receiving a sigmificaumber of Spam emails being
delivered to your email accounts you may decidedjast your Spam Scoring "tag" and
"Action" levels to more sensitive levels, suchra8.i5-5 range for the "Tag Level 2", and
the "6-10" level for the "Action Level" where megsa scoring above this level are
directed to the Spam Quarantine.

If you are seeing only a relatively small numbeBSphm messages you may decide to
maintain your "Tag Level 2" at the current defdeltel of "5", or possibly even adjust
this value higher, and your "Action"” level at tH" default level or possibly higher.
This would depend on the needs and requirementswfparticular email user base and
the specific type and content of email messageswed by your users, and your
tolerance with respect to the possibility of haviegitimate email messages directed to
the Spam Quarantine.

Alternatively, if you are seeing a significant nuenlof legitimate emails being tagged as
"SPAM" you may decide to reduce your filter's sany level by increasing the "Tag
Level 2" level in the Spamfilter Config screen aiuy SpamWall system. Likewise, if
you are seeing a significant number of legitimataiés being directed the Spam
Quarantine you may decide to reduce your filtekstibn Level" sensitivity by

increasing the Spam Scoring "Action Level" value.

The default Spam Scoring Levels set on your Sparhdyatem are a good overall
default configuration for detecting and filteringen/UCE and other unwanted email,
and your SpamWall system will via it's own autorfeéag and auto-tuning mechanisms
become more sensitive and adept at the detectobhamdling of Spam/UCE and other
unwanted email over time. Based on your own regouénts it may still be a good idea
for you experiment with and adjust the sensitiatyour Spam Scoring Levels in order
to achieve the best overall level of Spam/UCE dete@nd management for your
particular email user base and the specific tygkecamtent of email messages received
by your users.
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IP/Domain Blacklists

The "IP/Domain Blacklists" screen is where you canfigure your SpamWall system to
reject email from any given IP address or domain.

IP/Domain Blacklists

Configure IP Address and Domain Blacklisting
ADD BLOCKED SENDER IP ADDRESS OR DOMAIN

Add IPfDomain Mail Server Response

— Blocked - See hitpfspamwall isersice netfblfbl htm

BLOCKED Sender IP Address:

Blocked IP Mumbers Mail Server Response
216.,55.101.100 Blocked - See http:/fspamwall.iservice .net/bl/bl.htm

216.55.101.101 Blocked - See http: arnwall.is 2. net/bl/bl.Htrm

BLOCKED Sender Domain:

Blocked Domains Mail Server Response
darnain.com Blocked - See http:/fspamwall.iservice .net/bl/bl.htm

dormainl.com Blocked - See http:/fspamwall.iservice.net/bl/bl. bt

To reject email from any given IP address or donsamply add the IP address or domain
under the "Add IP/Domain" section and select thgg"a@utton.

ADD BLOCKED SENDER IP ADDRESS OR DOMAIN

Add IPfDomain Mail Server Response

— Blocked - See hitp:/fspamwall.iservice. net/blfbl htm

The blacklisted IP addresses and domains will appe#he screen below under the
relevant "BLOCKED Sender IP Address" and "BLOCKE&n8er IP Domain" sections
where they can be deleted if necessary by seletttstdelete” button next to the IP
address or domain you wish to delete.
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BLOCKED Sender IP Address:

Blocked IP Numbers Mail Server Response
216,55,101.100 Blocked - See http:f/spamwall.iservice .net/blsbl htm

216.,55.101.101 Blocked - See hitp:/fspamwall.izervice.net/bl/bl.htm

BLOCKED Sender Domain:

Blocked Domains Mail Server Response
darmain.com Blocked - See http:éfspamwall.iservice .net/blsbl htm

domainl.com ilocked - See hitpiifs service.net/bl/bl.htm

You should be careful to ensure that you reallytwamemove a given IP or domain
from the system blacklist as once you select "delietwill be deleted immediately and if
you didn't actually want to delete a given IP addrer domain you will need to re-add it
again.

The "Mail Server Response" section is for specgyanURL, email address or message
which the blacklisted sender will receive as a oasg if their IP address or domain is
contained in the local blacklist of your SpamWatem.

The default response for this is "Blocked - Sep:Hgpamwall.yourname.com/bl/bl.htm"
which will refer the blacklisted sender to a welg@aosted on your SpamWall system.

This page will explain to the user that their IRli@$s or domain may be contained in the
local blacklist on your SpamWall system and they claoose to contact you to have their
IP Address or domain removed from the blacklistaitr discretion.

Any request submitted via this form will be forwadito the administrative email address
associated with your SpamWall system.

Alternatively, you can choose to send another nggse&your choice to the blacklisted
senders, which can either be something like "Y@uldacklisted - contact us at
name@yourdomain.com for removal" or "Blacklistectess denied” or something of
this nature.

You can also choose to leave this section entbkelgk if you do not wish to send any

particular message to blacklisted senders andpghen®/all system will output a default
"Sender domain/host rejected” response with notiatdi message.
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Email Address Blacklists

The "Email Address Blacklists" screen is where gan configure your SpamWall
system to reject email from any given email address

Email Address Blacklists

Configure Email Address Blacklisting

ADD BLOCKED SENDER EMAIL ADDRESSES

Add Email Address Mail Server Response

— Blocked - See httpeffspamwall iservice netfblfbl htm

BLOCKED Email Addresses

Blocked Email Addresses Mail Server Response
address@darain.com Blocked - See http:/fspammwall.iservice.net/bl bl btrm

addr ormainl.com Blocked - arnwall.is net/bl bl btrn

address@dornain? . com Blocked - See htt amwall.iservice.net/bl /bl Atm

To reject email from an email address, simply dokdemail address under the "Add
Email Address" section and select the "add" button.

ADD BLOCKED SENDER EMAIL ADDRESSES

Add Email Address Mail Server Response

— Blocked - See http/fspamwall isersice net'blfal htm

The blacklisted email addresses will appear orstiheen below under the "Blocked
Email Addresses" section where they can be deletextessary by selecting the "delete
button next to the email address you wish to delete

BLOCKED Email Addresses

Blocked Email Addresses Mail Server Response
addres armain.com Blocked - See hitp:/fspamwall.izervice.net/bl/bl.htm

address@domainl .com Blocked : httpid/spamwallise St

addr Idarnainz . comm Blocked - See htt amwall.ise e.net/bl bl htm

You should be careful to ensure that you reallytiamemove a given email address
from the system blacklist as once you select "deletwill be deleted immediately and if
you didn't actually want to delete a given emadrads you will have to re-add it again.
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The "Mail Server Response" section is for specdyanURL, email address or message
which the blacklisted sender will receive as a oese if their email address is contained
in the local blacklist of your SpamWall system.

The default response for this is "Blocked - Sep:H#pamwall.yourname.com/bl/bl.htm"
which will refer the blacklisted sender to a welg@aosted on your SpamWall system.

This page will explain that their email address rhaycontained in the local blacklist on
your SpamWall system and they can choose to coptacto have their email address
removed from the blacklist at your discretion.

Any request submitted via this form will be forwadito the administrative email address
associated with your SpamWall system.

Alternatively, you can choose to send another ngese&your choice to the blacklisted
senders, which can either be something like "Y@uldacklisted - contact us at
name@yourdomain.com for removal" or "Blacklistecbess denied" or something of
this nature.

You can also choose to leave this section entbkelgk if you do not wish to send any
particular message to blacklisted senders andpghen®/all system will output a default
"Sender address rejected” response with no addltrnessage.

Email Address/Domain Whitelists

The "Email Address Whitelists" screen is where gan configure your SpamWall
system to accept and pass without any additionah®yirus processing email messages
from any given email address or domain.

Email Address Whitelists
Configure Email/Domain Whitelisting

ADD WHITELISTED EMAIL ADDRESSES fDOMAINS

Enter Email AddressfDomain

WHITELISTED Email Addresses fDomains

Whitelisted Email Addresses/Domains

notification@s pam haus.o rg
bounces.sparmcop.net
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A "whitelisted" email address or domain is an addrer domain from which email is
always accepted regardless of how it scores wipeet to Spam/UCE or other
undesirable content.

To configure your SpamWall system to "whitelist'leacccept email from a given email

address or domain simply add the email addressmath under the "Enter Email
Address/Domain” section and select the "add" button

ADD WHITELISTED EMAIL ADDRESSES/DOMAINS

Enter Email AddressfDomain

The whitelisted email addresses will appear orstiieen below under the "Whitelisted
Email Addresses/Domains" section where they cateleted if necessary by selecting
the "delete" button next to the email address y@hwo delete. Additions to the system
whitelist require a system restart so it may takewaseconds for the screen to reload.

WHITELISTED Email AddressesfDomains

Whitelisted Email AddressesfDomains

notification@sparmhbaus.org delete

bounces.spamcop.net delate

sparncop.net delete

You should be careful to ensure that you reallytwamemove a given email address
from the system blacklist as once you select "delietwill be deleted immediately and if
you didn't actually want to delete a given emadrads you will have to re-add it again.

RBL/Blacklists

The term "RBL" was originally an abbreviation fdReal-time Blackhole List" however
this term has become widely associated with "blatkl which are maintained by various
entities which contain IP address and domain in&diom of hosts that are known to be
associated with Spam/UCE (unsolicited commerciaigractivity.

There are a considerable number of email RBL/Blatkin operation some of which are
more accurate and reliable than others for blocEpgm/UCE and other unwanted
email.

A number of RBL/Blacklist options are available your SpamWall system such as
sbl.spamhaus.org, xbl.spamhaus.org, pbl.spamhgublapamcop.net, dnsbl.njabl.org
and others.
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RBL Blacklist Settings

Configure RBL Blacklist Settings.

RBL Activation/Deactivation

Enabled Disabled
% o L

shl.spamhaus.org

£
g

sparnhaus.org
parnhaus.org
spamcop.net
dnshl.njabl.org
dsn.rfe-ignorant.org
dnsbl.sorbs.net

cbl.abuseat.org

o | e
ElEE
| o | o
EJlEE
v | o |
| o | o |
e | o |
| o [ o |

list.dshl.org

Currently we recommend that only the "bl.spamhags.and "xbl.spamhaus.org"
blacklists be enabled on your SpamWall as thes&raven to be the most accurate and
reliable of the email blacklists.

In it's default setting with the "bl.spamhaus.cagt "xbl.spamhaus.org" RBL/Blacklists
activated on your SpamWall will cause your SpamWgditem to reject connections for
all email received from any IP address or domaitedl in these blacklists. This in itself
will result in a considerable reduction in Spam/U&tel other unwanted email.

Connections from IP numbers or domains containethinRBL/Blacklists enabled on
your SpamWall will be rejected immediately and widit have to be processed.

This will result in reduced load on your SpamWahtem and on the receiving email
server(s) as well as increased capacity for thedept processing of other email.

Unless you have a good reason to disable or chiheggefault RBL/Blacklist settings on
your SpamWall system it is recommend that the filalshaus.org" and
"xbl.spamhaus.org" RBL/Blacklists at a minimum Ibaleled at all times.

While the "bl.spamhaus.org” and "xbl.spamhaus.blgtklists are enabled by default on
your SpamWall system there are also a number efretivailable for activation such as
the well-known "SpamCop" blacklist service whicluyzan choose to enable on your
SpamWall.
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It is recommend that you do some research on atthyeodther blacklist services available
for activation on your SpamWall system before attivg them so that you are aware of
their blacklisting policies and reputation for aczy and reliability.

Spam Quarantine

The "Spam Quarantine" section of the SpamWall systentrol panel is used to specify
the type of quarantine which will be used for emé#ilat are detected by the SpamWwall
Spam Scanning and Filtering engine as being owefAktion Level" as specified in the
Spamfilter Config screen of the control panel.
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There are two options available to deal with enthitg have been detected as having
scored above the "Action Level" score specifiethm Spamfilter Config.
These options are, "Deliver Via Email" and "Quaramibn Server".

Depending on the "Action Level” set on your Spam\&gstem email messages that
have been scored and detected as being above thieriAevel" would very likely be
Spam with only a very small probability of beingiktmate emails.

You may still wish to have access to these mesgagis unlikely event that a
legitimate email message may have been inadveytdatected as being over the "Action
Level" and therefore directed to the Spam Quarantifthis is the case it is
recommended that you choose the "Deliver Via Enwption, which is the default
setting on the SpamWall system.

This setting will deliver email messages that sawer the "Action Level” to a "spam”
email box on the SpamWall system that you as th@radtrator of your SpamWall
system will have access to via a web-based enteaiffate at the
"http://spamwall.yourdomain.com/webmail/" URL.

You will be able to log into the web-based emaiéiface on your SpamWall system and
view all of the email messages that the systemiduaarantined” in the "spam™ mailbox.

If necessary you will be able to retrieve any legite email message that may have been
inadvertently directed to this mailbox and forwérdn to the appropriate recipient.

Alternatively, you can specify an off-site (not your SpamWall system) email address
anywhere on the Internet where the quarantinedleaaibe delivered.

To do this you would replace the default "Quaramfrelivery Address" of
"spam@localhost" with your own specified email addrthat you would like to have the
guarantined email delivered to and update the sybteclicking the "Save Changes”
button at the bottom of the screen.

The other option available with respect to the hiagdf email that has scored above the
set "Action Level" in the Spamfilter Config screierfQuarantine on Server".

You would choose this option only if you are readag certain that no legitimate email

messages of any significance will score over thetith Level” and be delivered by the
SpamWall system to the quarantine.
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If you choose the "Quarantine on Server" option wadlhave no access to the
guarantined email messages and they will be delstelde system automatically on a
regular basis (usually every 7 days).

In general it is recommended that the defaultrsgstof "Deliver Via Email” to the
"spam@localhost” mailbox on the SpamWall systermbatained.

As detailed previously, in this default configucatiall email which is detected as scoring
above the "Action Level" set in the Spamfilter Agrdcreen will be delivered to a
"spam” mailbox on the SpamWall System.

You as the SpamWall system administrator will haveccess to the Spam
Quarantine via the "http://spamwall.yourdomain.com/ivebmail/* URL by logging in
with the username "spam" and the login password thayou have been provided
with on setup of your SpamWall system.

Virus Quarantine

The "Virus Quarantine" section of the SpamWall sgstontrol panel is used to specify
the type of quarantine which will be used for emé#ilat are detected by the SpamWall
Virus Scanning and Filtering engine as being irddawith a virus, worm or other
potentially dangerous attachment.

The SpamWall Virus Scanning and Filtering enginevigtes around-the-clock virus
protection with up-to-the-minute defense againstl#ttest virus and worm threats.

The SpamWall system identifies, blocks and disitsf@auses, worms and other and
potentially dangerous attachment types before #éneyable to reach your mail server or
email users.

All email messages are checked against a datalbasern100,000 virus definitions. If a
virus or other dangerous attachment is detecte®plaen\Wall system will disinfect or
"defang" (make safe) the contents of the emaildeitver the message to either the
Virus Quarantine mailbox on the system or to amepbffsite email address you have
specified in the Virus Quarantine section of thaetod panel.

The SpamWall Anti-Spam Firewall system automatjcediceives multiple updates of

virus definitions up to several times per hour padowg up to the minute defense against
the latest virus and worm threats ensuring effectind accurate virus protection.
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There are two options available to deal with erttat has been detected as being
infected with a virus, worm or other potentiallyndgrous attachment. These options are,
"Deliver Via Email" and "Quarantine on Server".

As the SpamWall Virus Scanning and Filtering enggneery accurate in detecting email
messages which are infected with a virus, wormtleeropotentially dangerous
attachment there is only a very small probabilitaoy legitimate email being mistakenly
blocked.

You may still wish to have access to these mesgagbs unlikely event that a
legitimate email message may have been inadveytdatected as being infected with a
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virus, worm or other potentially dangerous attachinaad therefore directed to the Virus
Quarantine.

If this is the case it is recommended that you skdbe "Deliver Via Email" option,
which is the default setting on the SpamWall system

This setting will deliver email messages that hiagen identified as being infected with a
virus, worm or other potentially dangerous attachinte a "virus" email box on the
SpamWall system which you will have access to weeh-based email interface at the
"http://spamwall.yourdomain.com/webmail/" URL.

You will be able to log into the web-based emaiérface on your SpamWall system and
view all of the email messages that the systemiduaarantined” in the "virus" mailbox.

If necessary you will be able to retrieve any legite email message that may have been
inadvertently directed to this mailbox and forwérdn to the appropriate recipient.

Alternatively, you can specify an off-site (not your SpamWall system) email address
anywhere on the Internet where the quarantinedleaaibe delivered.

To do this you would replace the default "Quaramfrelivery Address" of
"virus@Iocalhost" with your own specified email agss that you would like to have the
guarantined email delivered to and update the sybteclicking the "Save Changes”
button at the bottom of the screen.

The other option available with respect to the hiagdbf email that has been detected by
the system as being infected with a virus, worrotber potentially dangerous attachment
is "Quarantine on Server".

You would choose this option only if you are readag confident that no legitimate
email messages of any significance will be deteateleing infected with a virus, worm
or other potentially dangerous attachment and eediy by the SpamWall system to the
guarantine.

If you choose the "Quarantine on Server" option wadlhave no access to the
guarantined email messages and they will be delstelde system automatically on a
regular basis (usually every 7 days).

In general it is recommended that the defaultrsgstof "Deliver via Email" to the
"virus@Iocalhost" mailbox on the SpamWall systenmzntained.

As detailed previously, in this default configucetiall email which is detected as being

infected with a virus, worm or other potentiallynggrous attachment will be delivered to
a "virus" mailbox on the SpamWall System.
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You as the SpamWall system administrator will haveccess to the Virus Quarantine
via the "http://spamwall.yourdomain.com/webmail/* URL by logging in with the
username "virus" and the login password that you hae been provided with on
setup of your SpamWall system.

Service and Support

Documentation related to the configuration and apen of the SpamWall Anti-Spam
Firewall system will be continually updated as @perg system updates are carried out
and new features and services are added to the\8pkhwperating systems. If you have
any questions about the configuration or operatioyour SpamWall Anti-Spam
Firewall please consult the online FAQ’s or contagbport for assistance.
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